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Preface

This documentis a contract deliverable with an approval code of&s such, it does not require
formal Governmentapproval. This document is delivered for information only, but is subject to
approval as meeting contractual requirements.

Any questions should be addressed to:

Data Management Office

The EGS Project Office

Raytheon Systems Company
1616 McCormick Dr.

Upper Marlboro, MD 20774-5301
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Abstract

This is Volume 17 of a seriesof lessonscontainingthe training materialfor Release! of the
Earth ObservingSystem Data and Information §stem (EO®IS) Core Sstem (EG). This
lessonprovidesa detailed description of the different tasks that are requiredrfiorpesystem
troubleshooting.The lessonincludes a detailed review of the system monitoriagabilities,
hardware and software troubleshooting process, and trouble ticket set-up and processing.

Keywords: training, instructional design, course objectiwystemtroubleshooting,trouble
ticket, HP Op@&View, mantenance
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Introduction

Identification

Training Material Volume 17 is part of Contract Data Requirements List (CDRL) Item 129,
whoserequirementsare specifiedin Data Item Description (DID) 625/0P3 and is a required
deliverable under the Earth Observing System DRaizhInformation System(EOSDIS) Core
System (ECS), Contract (NAS5-6000).

Scope

Training Material Volume 17 describes the process and procedoreECS System
Troubleshooting. This lesson is designed to provide the operatistasf with sufficient
knowledge and information to satisfy all lesson objectives.

Purpose

The purpose of this Student Guide is to provide a detailed cobtirestructionthat forms the
basis for understanding System Troubleshootihgsson objectives amevelopedandwill be
usedto guide the flow of instruction for this lessoiihe lesson objectives will serve as the basis
for verifying that all lesson topics are contained witlhiis StudentGuideandslide presentation
material.

Status and Schedule

This lesson module provides detailed information about trainingRedeasel. Subsequent
revisions will besubmittel as needed.

Organization
This document is organized as follows:

Introduction: The Introduction presents the document identification, scope,
purpose, and organization.

Rdated Doawmentation: Rdated Doawmentation identifies paent, gplicable and
information documents associated with this document.

Student Guide: The Student Guide identifies the core elements of this legsibn.
Lesson Olgcives and assaated bpics are mcluded.

Slide Presentaion: Slide Presentation is reseved for dl slides usal by theinstrudor
during the presentation of this lesson.
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Related Documentation

Parent Document

The parent document is the document from which this ECS Training Material’s scope and
content are derived.

423-41-01 Goddard pace Fight Center, EOBIS CoreSystem(ECS Statement
of Work

Applicable Documents

The following documents are referenced within this ECS Training Material, or are directly
applicable, or contain policies or other directive matters that are binding upon the content of this
document:

420-05-03 Goddard pace Fight Center, Earth Observingy&tem (EO$
Performance Assurancedguirements for the EAS Core S§/stem
(ECS)

423-41-02 Goddard pace Hight Center, kEnctional and Bformance

Requirements Specification for the Earth Observing System Data and
Information §stem (EO®BIS) Core §stem (EG)

Information Documents

Information Documents Referenced

The following documents are referenced herein and amplify or clarify the information presented
in this document. These documents are not binding on the content of the ECS Training Material.

609-CD-003 Operations Tools Manual for the ECS Project
611-CD-004 Mission Operations Procedures for the ECS Project
535-TIRCPT-001 Goddard pace HFight Center, Mission Operations and Datst®ms

Directorate (MO&DSD) Technical Information Program Networks
Technical Training Faility, Contractor-Providel Traning
Specficaion

Informa tion Doc uments Not Referenced

The following documents, although not referenced herein and/or not directly applicable, do
amplify or clarify the information presented in this documéitiese documents are not binding
on the content of the ECS Training Material.

220-TP-001 OperationsScenarios - ECS Release B.0 Impacts, Technical Paper for
the EGS Project

3 625-CD-017-002



305-CD-020

305-CD-021

305-CD-022

305-CD-023

305-CD-024

305-CD-025

305-CD-026

305-CD-027

305-CD-028

305-CD-029

305-CD-030
305-CD-031
305-CD-033
305-CD-034
305-CD-035
305-CD-036
305-CD-037
305-CD-038

305-CD-039

601-CD-001
604-CD-001
604-CD-002

Release B SDPS/CSMS System Design Specification Overvietvefor
ECS Poject

ReleaseB SDPS Client Subsystem Design Specification for the ECS
Project

Release B SDPS Interoperability Subsystem Design Specification for
the EGS Project

Release B SDPS Data Management Subsystem Design Specification
for the ECS Project

ReleaseB SDPSData Server Subsystem Design Specification for the
ECS Poject

ReleaseB SDPS Ingest Subsystem Design Specification for the ECS
Project

Release B SDPS Planning Subsystem DeSlgecificationfor the
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607-CD-001 ECS Maintenance and Operations Position Desons

500-1002 Goddard pace Fight Center, Network and Mission Operations
Support (NMOS) Certification Program, 1/90
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System Troubleshooting Overview

Lesson Overview

This lessonwill provide you with the process for system/performance monitoring, problem
analysis and troubleshooting of system hardware and software, mariagitrguble ticket
system,anddiagnosing network communications problenisprovides practical experience in
using the tools you will need for resolving system problems and minimizing system down time.

Lesson Objectives

Overall Objective - The overall objective of this lesson is proficiengythe methodologyand
procedures for system troubleshooting of the E@tservingSystemData and Information
System (EO®IS) Core §stem (EG).

Condition - The student will be given a copy of 611-CD-004-8didsion Operation Procedures

for the EGS Propct, 609-CD-003-00¥ersion 2.0 Operations Tools Manuaind a workstation
console with accessto ECS software tools including Trouble Ticket, Fault/Performance
Management,HP OpenView, and Management Services Subsystem (MSS) graphical user
interface (GUI) bols.

Standard - The student will use the tools in accordance with prescribed methodemptete
required procedures without error.

Specific Objective 1 - The student will conduct system performance monitoring, to include
checking the health and status of the network and acce®igODIS BackboneNetwork
(EBned) Web Rge.

Condition - The student will be given a copy of 611-CD-004-0di4sion Operation Procedures
for the EGS Progct, 609-CD-003-00¥ersion 2.0 Operations Tools Manuaind a workstation
consok with accessat HP OpenVew.

Standard - The studentwill use HP OpenView in accordance with specified procedures and
without error to examine maps for color alerts and new nodes, spatéal submapsfor
monitoring status, and check for event notifications.

Specific Objective 2- The student will perform problem analyaisdtroubleshootingto include
analysis and troubleshooting of the system, anagmsidroubleshootingpf commercialoff-the-
shelf (COTS) hardware, and COTS and custom software.

Condition - The student will be given a copy of 611-CD-004-0di4sion Operation Procedures

for the EGS Progct, 609-CD-003-00¥ersion 2.0 Operations Tools Manuaind a workstation
console with accessto ECS software tools including Trouble Ticket, Fault/Performance
Management,HP OpenView, and Management Services Subsystem (MSS) graphical user
interface (GUI) bols.
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Standard - The student will use the GUI tools without error in accordance with applicable
procedures to perform the required troubleshooting and maintenance activities.

Specific Objective 3 - The studat will perform the fundions rejuired to s¢ up and manage
trouble ticket processing, including administrative set-up of aseountsand privilegesin the
trouble ticket software.

Condition - The student will be given a copy of 611-CD-004-0didsion Operation Procedures

for the EGS Progct, 609-CD-003-00¥ersion 2.0 Operations Tools Manuaind a workstation
console with accessto ECS software tools including Trouble Ticket, Fault/Performance
Management,HP OpenView, and Management Services Subsystem (MSS) graphical user
interface (GUI) bols.

Standard - The student will use the GUI tools without error in accordance with applicable
procedures to perform the required trouble ticket functions.

Specific Objective 4 - The student will perform the functions required to diagnose network
communications problems.

Condition - The student will be given a copy of 611-CD-004-0di4sion Operation Procedures

for the EGS Progct, 609-CD-003-00¥ersion 2.0 Operations Tools Manuaind a workstation
consolewith access to ECS software tools including Fault/Performance Management, HP
OpenVew, and Manageent Services Sibsysem (MSS) graphcal user nterface (GUI) bols.

Standard - The student will use the GUI tools without error in accordance with applicable
procedures to perform the required troubleshooting/diagnosis of nete@mrimunications
problems.

Importance

This lesson provides students with the knowledge and skills needed for effective system
troubleshooting and maintenance of the EC.is structured to provide useful skills and
knowledge concerning ECS operation and the tools for identifying system problems and
returningmalfunctioningsystemhardwareand software to normal operational statiigorovides
useful instruction and practical exercises in maintaining ECS in an operationallycoewtiyon,

and is thereforevital to students who are preparing for a number of different positions with
responsibilities in maintaining that system readiness, including positions as:

e Computer Operator, System Administrator, and Maintenance Coordinator at the
DAAC.

e System Engineer, System Test Engineer, System Administrator, and Software
Maintenance Engineer at the Sustaining Engineering Organization (SEO).

e System Engineer, System Test Engineer, SoffwareMaintenanceEngineerat the
DAAC.
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System Performance Monitoring

The key to maintaining ECS in an operationally ready state is effective performance monitoring.

e System operators close monitoring of progress and stabfisystemand subsystem
functions that are the focus of their jobs.

- Notice any serbus degradabn of sysem performance hat has an mpact on
their abilities to conduct their jobs successfully and meet user needs.

e System administrators and system maintenance persermehitor oveal systan
functions and performance.

- Administraive and mantenance ovesight of syste.
- Waitch for sysemproblemalerts.
- Usemonitoring tools to ieate specia monitoring @pabilities.

- Check for noificaton of sysemevens.

Checking the Health and Status of the Network

ECS is heavily dependent on the use of computer netwbtROpenView is ananagemeribol

that providesoperators and maintainers with a system view for monitoring and checking the
network, for quickly identifying partsof the network that may have problems, and for isolating
faults on the networklt provides the following general features:

e a site-wide view of network and system resources.

e status information on resources.

e event notifications and background information.

e operabr interface for sarting servers and anaghng resources.

Speific monitoring @pabilities providel by HP OpaView Network Node Manager (NNM)
include:

a network map showing elements and services with color alerts to indicate problems.

indication of network and server status and changes.

creation of submaps for special monitoring.

event notifications.

Figure 1 shows an example of network map screens from HP OpenView.
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Figure 1. Example of Network Map Screens f rom HP OpenView

HP OpenVew is capabé of discoverng a netork and ts elemens. To use HPOpenVew

NNM to monitor the network, it must be running and configured to display status, with its
Network map set for read-write and the Internet Protocol (IP) map enabled.

Starting and Ending a N NM Session

For NNM to report properly on the network topography, HP OpenView Windows (OVW) must
be acivated. Onceacivated, OVW aubméaticaly starts NNM, as wel as any mstlled and
registeredNNM applications. As a prerequisite, the network management processes that work
with OVW and NNM must be runninglThese network management processes are:

» ovwdb - theproaess tha mantains theOVW daabase

e trapd - theprocess tha multiplexes and logs SNMP trps.

e ovtopmd - the process that maintains the network topology database.

e ovactiond - the process that executes commands upon receipt of an event.

» snmpCollect- the process that collects MIB data and performs threshold monitoring.
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e netmon - the proess tha polls SNMP gents for initid discovery of the negwork
topology and for detecting changes in the network topology, configuration, and status.

To see if these processes are runntgge /usr/ec¥moddCOTS/OV/bin/ovstatus at a UNIX
prompt on the HP OpenView server, wheredeis likely to beOPS, TS, or TS2

To perform the start-up, use the following procedure.
Start the HP OpenView Windows NNM Graphical User Interface

1 On workstation xOmsh##, at the UNIX prompt in a terminal window, type
/usr/ecssmod€COTS/OV/bin/ovstatus (wheremodeis likely to beOPS TS1, or TS2)
at a UNIX command prompt and then pressReé&urn key.

e NOTE: The x in the workstation name will be a letter designating your site:
g=GSFC,m = SMC, | =LaRC,e=EDC n=N3DC, o = ORNL, a= ASF,j = JR,;
the## will be an identifying two-digihumber(e.g.,I0msh03indicates a management
services subsystehp workstation at LaRC)If you access the workstation through
secure shell remote login (sskfiu mustenterxhost <remote_workstation_name>
and entersetenv DISPLAY <local_workstation IP address>:0.(Qrior to thessh,
before entering thevstatus command dter thessh.

e A seres of messagesis displayed ndicaing for each processhdt its siate is
“RUNNING” or “NOT_RUNNING.”

» If the network management processes are not running, a system admin(istygiead
in as root) can start thenby typing /usr/ecmod€dCOTS/OV/bin/ovstart (where
modeis likely to beOPS TSI, or TS2 and then pressing thieturn key.

2 Type/usr/ecssmodeCOTS/OV/bin/ovw & and press the Retn key.

e TheAbout OVW box is displayed, followed in a few moments by the OVW submap
window, and any installed and registered NNM applications are also started.

e TheEvent Categorieswindow is displayed in the upper right corner of the screen.
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To exit NNM and all other integrated applications, use the following procedure.
Exit NNM

1 From the menu bar on any submap window, follow menu |dait - Exit.
[or]

2 Click on the Close button on all open submapindows until the Root window is
displayed. Then click on the&Closebutton é& ) on theRoot window.

e The openmapis savedandall submap windows and dialog boxes of the map are
closed. OVW, all NNM applications, and all other integrated applications exit.

If you areloggedin with HP OpenView NNM running you can get a quick assessment of the
health and status of the network by checking the network map for color alagsymbols and

the connections between them on the network map are color-coded to indicate Statesre

two status categories:

e administrative — not propagated from child to parent through the network.
e operational — propagated from child to parent to indicate problems.

If the compoundstatus(how status is propagated) for the open map is set to Default, the
interpretation of the colors is as indicated in the table that appdaigure2. Note: If you have

a color vision weaknessit is possible to change the colors displayed by HP OpenViéwou
change them, make sure everyone who will use the software is aware of the changes.

Status Condition | Symbol Color | Connection Color
Unmanaged @ Off-white Black
Testing @ Salmon Salmon
Restricted @ Tan Tan
Disabled @ Dark Brown Dark Brown
Unknown ©) Blue Black
Normal © Green Green
Warning ©) Cyan Cyan
Minor/Marginal © Yellow Yellow
Major © Orange Orange
Critical © Red Red
@ Administrative Status (0) Operational Status

Figure 2. HP OpenView D efault Status Colors
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Looking at maps for color alerts

To check your network for color alerts, you must first htheemap for the network open. To
open a map, use the following procedure:

Open a Network Map

1 With HP OpenView NNM running, follow menu pathap - Maps- Open/List . . ..
e TheAvailable Maps dialog box is displayed.
2 Select the name of the map you want to open and clickoperi Map”.
e A confirmation box is displayed.
3 Click on "OK”.
e Any open map and its submap windows and dialogs close.
e TheHome Submap (Root) of the selected map is displayed.

If you do not know the compound status scheme ofdaden map, follow the menu path
Map - Maps- Describe/Modify . . .to obtain theMap Description dialog boxanddisplay/set
the compound status scheme for defa@ippose there is a fauh aninterfacecardin one of
the workstations on your networklse the following procedure to trace it using color alerts.

Looking at Maps for Color Alerts

1 Double click on the yellounternet symbol.

e Note The symbol will be yellowbecausethe critical failure of the card in the
workstation is propagated up to the level of ihternet synbol as aminor problem
a tha level.

e Thelnternet sbomap opens and displays the IP network(€nelP networksymbol
is yellow. This indicates a marginal problem with the network.

2 Double click on the yellouP network symbol.

e A Network submap opens and displays the segment(s) attached tgatesvay(s).
The segmensymbol is yellow or cyan.This indicates a problem somewhere on the
segment.

3 Double click on the yellovgegmentsymbol.

e A Sgment submap opens and displays the nodes attached to that segr@ératll
the nodes in the segment, the workstation node isThd.problems isolatedto that
workstation.
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4 Double click on the rediorkstation symbol.
e A Nodesubmap opens and dplays its interface synol. It isred.
e You have isolated the fault to a single card of a single node on your internet.

Looking at maps for new nodes

HP OpenView Windows includes an application calledVlap which, in ddault, is stated
automatically upon activation of HP OpenView Window® Map creates network maps and
submaps through several functions:

automatically discovers all IP-addressable nodes on the network.

creates an object for each discovered node.

creates and displays symbols on the network map to represent created objects.

creates a hierarchy of submaps to display the network in increasing detalil.
- internet submap.
- network submaps.
- segment submaps.
- node submaps.

Each submap is assigned a layout algorithm that determines how its symbols are disfdayed.
can set automatic layoanh oroff to enable or disable enforcementlod layoutalgorithm,either
for all submaps or for an individual submapt autolayout is enabled, IRMap placesnew
symbols directly on the submapf. autolayout is disabled, IMap places new symbols im\eew
Object Holding Area in the lower part of the submap windoveymbols in the New Object
Holding Area are shown without any connectionéou can use HP OpenView to identify any
new objectsthat are discoveredandadded to the open magsuppose, for example, that a new
workstation is added to the network and you wish to locate it and check its stigaghe
following procedure to look for new nodes.
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Looking at Maps for New Nodes

1 To check he defaul Segment submap for any new nodes that malyave been
discovered, open the defaultgbeent submap from thesegment symbolin the Network
submap.

e View the submap for any new symbols.

2 To easily see new symbols in the submap, disable autolayout for the submap by following
menu pattView - Automatic Layout - Off for th is Submap.

e When autolayout is disabled,New Object Holding Area appears athe botom of
the submap.

e All newly added syrhols are phced n theNew Object Holding Ar ea.

Creating special submaps f or monit oring st atus

You can create submaps based on a logical organization rather phgsi@lone,to facilitate
specialized monitoring.For example, suppose you want to haveuamapjust showingthe
ScienceSoftwareIntegrationand Test (51&T) workstations at your site to have ready access to
a display showing their statuSuppose further that you expect to use this submap freqaertly
therefore wish to ceate it within an existing higarchy and beable to open it from asymbolin

the Inernet submap. Use he folowing procedurea creaé a spedl submap showing these
workstations.

Creating Speial Submaps for Monitoring Status

1 Decide where to locate your submap and whether it will have a parent or not.

e A submap without a parent object is independemtioérexistingsubmaphierarchies
in the open map, and can be opened only fromAkailable Submaps dialog box.
You can crea chld subnaps of his subnap, hereby creahg a new subap
hierarchy in the map.

e A submap that has a parent object can be op&nadan explodablesymbol of the
parent object. If you want the new submafo exist within an existing submap
hierarchy, you should create this submap from an explodable symbol.

2 To create a submap within an existing hierarchy, decide which symbséto openthe
new submap.

e If other symbols on the parent submap already open into child sulbnapscute
applications, you must create a new symbol to open the submap.
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If you decideto create a new symbol (as in this case), add a symbol (for an existing
object—in this case, a segment) or a new symbol and object to the submap of your choice
(in this case, the Internet submap), by following menu Rdih- Add Object . . ..

e TheAdd Object: Palettewindow is displayed.

Click on the symbol representing the class of objects you waatiddo the submap,
using the scral bar f necessaryotscrol to the right for accessa the desied syniol.

e For thistraining exercse, usehte Network Class

e The obgct synbols in the chosen elss appeamithe Symbol Subdass area ofhe
Add Object: Palette.

Using the middle mouse button, drag the symbol represethieapjectto be addedand
drop it in the submap where it is to be added.

e You may add any of the symbols in the network cldssx. this training exerciseuse

thebus symbol ).

e TheAdd Object dialog box is displayed.

In the Label Name field of the Add Object dialog, type a label for the object (e.g., for
this training exercise, typg®SI&T Workstations and then click on th@K button.

e The entered label appears on the newly added blue symbol.

Openthe new submapby double-clicking on the newly created symbol and then clicking
on the OK button in theQuestion dialog that appears. Copy SSIS&T Workstation
objects from other submaps into the newly created map, following menu path
Edit » Copy andEdit » Pasteoperations.

e For more information about these operations,tee¢iP OpenView Windows User’s
Guide

If desired, for each workstation copied, add its connection by following menu path
Edit - Add Connection . . ..

e An Add Connection dialog is displayed, allowing you to select a type of connection
(e.g., Generic), and then directing you to select a source destinationfor the
connection.You must then enter a selection name for the connection.

e When you click orClose for the Add Connection dialog, the newly added symbol
changes color to indicate the status of its contained objects.
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Checking f or event notifications

Whenever a change occurs twe netvork, anevert is generadd. The occurrence ohe event
has two consequences:

e Through the internal processors of thetwork Node Manager the eventis
registered n a predefied caegory for dsplay in anEvents Browse window.

e The registration in the Events Browser window triggeichangefor displayin an
Event Categorieswindow (see Figure 3) to provide a notification that an event has
occurred in the category of that Events Brows@amdow. The display is a color
changein a button on the Event Categories window corresponding to the event
category. The color of the button indicates the highest severity endhi category.

The default categories included in the Event Categories window are:

- Error Events This indicates inconsistent or unexpected behavior.
- Threshold EventsThis indicaes hata threshotl was exceeded.

- Status EventsThis indicaes hatan obgct or interface status changedo “up”
or “down,” or an object or interface started stoppedrespondingto Internet
control message protocol (ICMP) echo requests.

- Configuration EventsThis indicates a node’s configuration changed.

- Application Alet Events This indicates an HP OpenView Windows application
generated an alarm or alert

- ECS Events (various) This indicates occurrence ofn eventin a caegory
specifically defined for ES.

- All Events This indicates one or more of the previously listed events occurred.
Sdecting this buttonlists all eventsin the listed categories and othes in one
dialog box.

L= tvent Categories

|:| Errad Fuanls |

| Threshold Events |
| Stahes Feents |
{ | Configurarion Fvents

| application Alert Events
. OS5 application Faull Evemls
[ ] Ecs Application Performance Events ||

S Applicatian Status Evenis

| ECS Security Bvents

| ECS Transation Events

B siievents |

Figure 3. HP OpenView Event Categories Window
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To check for event notifications, examine the Event Categories window to obsereelany
change in one or more of the buttons for the event categdfid®ereis a color changeyou can
click on the buttonto view its associated Events Browser windowor example, suppose you
are nonitoring the netvork when a ctical threshotl is exceededsonewhere on the network.
Use he folowing procedurea check for evemotficaions.

Checking for Event Notification s

1 Observehatthe Threshold Events button in theEvent Categorieswindow is red.
e Thisindicaes hata crtical threshotl was exceeded s@mhere onthe netvork.

2 Click on theThreshold Events button in theEvent Categorieswindow. The Threshold
Events Browse dialog box appears with a chronological listing of the threshold events
thathave occurred, \th the nostrecentevens atthe botom of the lst.

e Each event listed includes the severity, time the eweatirred,node on which the
eventoccurred, and a lsfieventmessage.

3 To view the node that generated the event shown in this example,teelecentfrom
thelist and dick on Action- Highlight Source on Map.

A ma gpers with the busynode node highlighted. At this point, select the
highlighted node by clicking on it, and invoke appropriate operations fromeimel
bar to further diagnoseand correct the situation that caused the threshold to be
exceeded.

4 To dekte the eventsekctthe eventand cick on Action - Delete— Selected Everntt.

e This ddetes only thesdected event. (Note multiple events mg be sdected and
deleted.)

e For more information about event notification, click on lieg button in thedialog
box for the event being viewed @electView NMP Events from the Help:
Index - Task.

Accessi ng the EOSDI S Backbone Networ k (EBnet) Web Page

TheEBnd is aWide Area Network (WAN) that provides, in @mbindion with othe institutionad
and publicnaworks, @nnectivity between geogrgphicaly distributed EOSDISfacilitie s to sup-
port ECS mission operations and data production functiSpscifically, its functions include:

e provides connectivity between the EDOBACs, the EO®ata and Operations
Systen (EDOS) failitie s, dfiliated dda centers, and othe designaed EOSDIS sits.

e serves as the interface between EDME DAAGCs, and the NA& Science Internet
(NSI).

e transporting spacecraft command, control, and science data nationwide on a
continuous basis, 24 hours a day, 7 days a week.
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transportsrea-time mission-citical daa related to thehealth and sdety of on-orbit
space sysits and raw sence tlemetry as wel as pre-launch testing and launch
support.

transpors science dad colleced from spacecrafinstuments and vaous kevels of
processedciencedataincluding expediteddata sets, production data sets, and rate-
buffered science data.

provides wide-area communications through common carrier cirbaitsnternal
EOSDIS communications.

interfaceto ExchangelLocal Area Neworks (LANs) whth provide conmunicaions
betveen he WAN and ge-specfic LANS.

The NASA Communications (Nascom) organization@bddardSpace Flight Center(GSFC)
maintains a hore page fortie EBet (see kgure 4) on tie World Wide Web at the following
UniversalResource Locabn (URL):

http://bernoulli.gsfc.nasa.gov/EBnet/.

This web site provides an overview of the EBnet as well as current data on itsastadtus
performance.Consequently, it can be a useful source of information when you are monitoring
sysem performance. To accessie EBhetWeb Rge, usetie folowing procedure.

Accessing he EOSDIS Badkbone Network (EBnet) Web Page

1

On workstatiorxOmsh##, at the UNIX prompt im terminalwindow, type Netscape at a
UNIX command prompt and then press Hiaer key.

NOTE: The x in the workstation name will be a letter designating your site:
g=GSFC,m = MC, | =LaRC,e= EDC, n=NSDC, o = ORNL, a= ASF,j = JR;
the## will be an identifying two-digihumber(e.g.,I0msh03indicates a management
services subsystehp workstation at LaRC)If you access the workstation through
secure shell remote login (sshiu mustenterxhost <remote_workstation_name>
and entersetenv DISPLAY <local_workstation IP address>:0.Qprior to thessh
before entering thletscage command dter thessh.

The starting page selected to appear on launch of the browser is displayed.

Click on theLocation window of the starting page.

The contents of thkeocation window are highlighted.

Enterhttp://bernoulli.gsfc.nasa.gov/EBnetfin theLocation window.

Press th&keturn/Enter key on the keyboard.

The EOSDIS Backbone Network (EBnet) home page is displayed.
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Figure 4. EBnet Home Page
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Problem Analysis/Troubleshooting

Although ECS is designed to be a robasimputernetwork system,the complexity of its
hardwareand software components and interfaces provides a wealth of potential sources for
system failures or other non-conformance problerfsrtunately,the tools availablein ECS
provide several avenues of assistance to help you detect and isolate problems in the system.

Anal ysis/Troubl eshooti ng: System

Someof the CommercialOff-The Shelf (COTS software products that are part of EQ®vide
alerts or warnngs whenltere are systn problems. For exanple,:

e HP OpenView.
- color akrtsto indicaie probemns.
e AutoSys/Xpert.
- color/auditory derts to indi@te job staus/falures.
e Tivoli.
“thermometer” icon showing high temperature to indicate failure.

Many of the COTS products as well as swtwaredevelopedspecifically for ECS generate
error messages and event messages to indicate errors and Stia¢usiterpretation othese
messagesand suggested corrective actions can be found in 609-CD-003/663on 2.0
Operations TooldManual Several products also generate logs to capture and provide more
detailed information about indicated problenk®ar example,:

e HP OpenView.
- event notifications/events browser; focus on all system events.
e Tivoli.

- Tivoli Enterprise Console (TEC) system monitoring log; focus on software
evens.

e ClearCasel_1
- softwae instdlation aror log files.

As is ever the case with a complsystem,the effectivenessof troubleshootingdependson
knowledgeof the systemand its documentation, applied systematically to diagnose problems.
Your knowledgeand skill may be called upon only after a user or an operator has already
attempted some problem solving (e.g., based upon error mes$iagks/eddirectly to the
screen) and then submitted a trouble tickéthe effectiveness ofour troubleshootingis
maximized by:
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e thorough documentation of the problem.
- dae/time of problen occurrence.
- hardware/software.
- initiating conditions.
- symptoms.
e verification.

- identify/review relevant publications (e.g., COTS product manuals, ECS tools
and procedures manuals).

- replicae probem
= identification.
- review product/subsystem logs.
- review HPOpenVew EventBrowser.
e anaysis.
- detailed event review (e.g., HP OpenView Event Browser Event Fields).

- determination of cause/action.

ECS Assistant vs. HP OpenView

The HP OpenView system provides a very powedfgiamic,real-time monitoring capability.
However,HP OpenView works only with SNMP event dat&CS logs may capture a wider
rangeof events. The ECS Assistant was added to provide an additional easy-to-use tool that has
a log viewing and systen monitoring @pability to view sever logs. Figure5 shows theman

ECS Assistant GUI, and Figure 6 shows the ECS Assistant subsystem manager GUI.

LCS ASSISTAMNT (2.5 &)
File malp

Subsvetes Manager

FoEt T tnwDn
Fite NATE

EOEDES

‘ LEaF by Limarit

ESOT Wmnagesr

Figure 5. ECS Assist ant GUI
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To run the ECS Assistant, use the following procedure.
Starting ECS Assisaint

1
2

Log into one of the host machines.

At the UNIX prompton the host from which the ECS Assistant is to be run, sgienv
DISPLAY hostname0.0, and then press ttnter key.

e The hostnameis the name of the machine on whid the ECS Assistat is to be
displayedj.e.,the machine that you are using.

e To verify the setting, typecho $DISPLAY, and then press tlEnter key.

At the UNIX prompton the host from which the ECS Assistant is to be run, sgtenv
ECS_HOME /usr/ecs, and then press tikmter key.

e To verify the setting, typecho $ECS_HOME and then press thignter key.

If necessary, at the UNIX prompt on the host from which the ECS Assistant is to be run,
typecleartool setview ViewName and then press thignter key.

e TheViewNameis the ClearCase view to be used while @S Assistantis running
in this session. For example, tygleartool jdoe and then press tiienter key.

e A ClearGse vew isrequred ony if the ECS Assistantneedsa be abé to “see”into
a ClearCase VOB; a view is not necessary otherwise.
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5 At the UNIX prompt, typecd /tools/common/ea and then press thenter key. Then
type EcCoAssist & and then press thenter key.

e [toolslcommon/eais thepah whae ECS Assistat is instdled.
e The ECS Assistant GUI is displayed.
6 At the ECS Assistat GUI, dick theSubsysem Manage pushbutton.
e The Subsystem Manager GUI is displayed.
7 Select a mode by clicking a mode in the mode listing.
e Oncethemodeis séected, thecolor of thesubsyste nanelist is changed.
8 Sdect asubsystm with theSubsysem radio button.
e The component list for the selected subsystem will appear in the component window.
9 Select a component by clicking the component name under the component window.
e The selected component will be highlighted.

e The server list corresponding to that component will appear in the server window.

In ECS cusbm software, here are geneigltwo types of bgs assoeited wih each server:
e <Server>.ALOG - ahigha-level log of timestamped erors and sever activities.

e <Server>Debug.log— a detailed log of all software actions associated with entries in
the *. ALOG.

The logs aredcaed in /usr/ecsmodeCUSTOM/logs directory. ECSAssistantprovidesaneasy
way to accesandviewtheseogfiles. In he Subsysem Manager GUI, liere & one buton caled
viewlog in the Common Tasks bar. You can review the log files for a servehdgysingthe
servernamefrom the Menu for the Subsystem to which it belongs. You can also view all of the
log files for a component by choosing it in the Components mdeau entriesare dimmedif

no log files are present. Use the following procedure to view logs with the ECS Assistant.

Viewing logs with ECS Assistant

1 Click theviewlog button in the Subsystem Manager GUI.
e The log viewer GUI is displayed.

2 To open and view log files for a particular server, select a server from the Subsystem pull
down menu, then click the server name.

e This opens all the log files corresponding to that server.
e The log file name is indicated in the title bar for each log file GUI.
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3 The log file GUI provides the following options for users to view log file contents.
Follow the guidance in the GUI to select the proper options:

e Foreground olor for changing the foreground color.
e Background color for changing the background color.
e Font sizefor changing font sizes.
e View ertire file for displaying theentire file.
e Continuous update (tail -f) for displaying the updated log file continuously.
e Search for for performing word searches in the log file.
e Print for printing thelog file.
4 To view log files for other servers, repeat steps 1 - 3.
Exit the log file by clicking orEXIT .

ECS Assistant provides another convenient way to monitor the status of the serlistiady
their up/downcondition. The statusflag for a server is up or down indicating whether or not that
server is running.Two GUI screens are used; thesethe Server Monitor, shown in Figure 7,
and the cdping window, shown in Figure 8.

Fdadke HARED Hirdnaiwe: i el
Submysen WER Lhaer i4: pvmn
Componant Brhisiyg

Tus Fely 7 ELTEND EST VR

Exdt Lip i MW CARprD Wl AEnaEn B Gl Updake
=EEE RTANE FIR IEFETF ET1EAT TIHE
St dnlePriny i
T H St DRH

Figure 7. ECS Assist ant Server Monit or
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r:] ECS Monitor {cdsping)
Server On Status =
EchzAgleputy gimshos iz listening
EchlzAgleputyGate_glacgll,qsfcb gllacghl iz listening
EchzAgleputyGate_glacs03,qzfch glacz03 iz listening
EchzAgleputyGate_gidi=z02,g=fch gOdiz02 iz listening
EcHsAgleputyGate_ghdrgll, gefeb gidrgOl iz liztening
EcHsAgleputyGate_ghicgll,g=feh glicgll iz liztening
EcHzAgleputyGate_glicgl2,gsfch glicgl? iz not listening
EcHsAgleputyGate_glinsil,gsfeh glins0l iz listening
EcHsAgleputyGate_glins02,gsfch glins02 iz listening
EcHsfAgleputyGate_gimss21,gsfch glnzs21 iz listening
EcHsAgleputyGate_glpls02,gsfeh glpls02 iz listening
EchlzAgleputyGate_glsps0B,qsfch gl=ps0E iz listening
EcHsAgleputyGate_qlukall,qsfeb giukaOl iz liztening
EchizAgEventigr_glacg0l, gzfch,e glacgil iz listening
EchzAgEventigr_glacs02, gzfch,e glacz03 iz listening
EchsAgEventtar_gidis02, gsfch.e gldis02 iz liztening
EcHsAgEventar_gidrgtl,gsfch.e gidrgll iz listening
EcHsAgEventtor_glicg0l,gsfchb.e glicgll iz listening
EcHsAgEventtor_glicgl2, gsfcb.e glicgl2 iz not listening
EcHsAgEventgr_glinstl,gsfcb.e glins0l iz listening
EcHsAgEventtar_glins02, gsfcb.e glins02 iz listening
EcHsAgEventMar_gimss2l,gsfch.e gimss2l iz listening
EchsAgEventigr_g0pls02,g95fch.e glpls02 iz liztening
EchizAgEventigr_glsps0B, gzfch,e glzpz0B iz listening
EchzAgEventigr_gluwkgOl, g=fch,e glukghl iz listening
EchsAgRegistry_glacg0l, gsfchb.e glacgll iz liztening
EchsAgRegistry_glacs03, gsfch. e glacs03 iz liztening
EcHsAgRegistry_gidis02, gsfcb.e gidis02 iz listening
EcHsAgRegistry_gidrgtl,gsfchb.e gidrgll iz listening
EcHsAgRegistry_glicgtl,gsfchb.e glicgldl iz listening
EcHsAgRegistry_glicg0Z, gsfcb,e gllicgl2 iz not listening
EcHsAgRegistry_glins0l,gsfch,e glins0l iz listening
EchsAgRegistry_gling02,95fch,e glins02 iz liztening
EchizAgRegiztry_gimzs2l, gzfch,e gimzz2l iz listening
EchzAgRegiztry_glpls02, g=fcb,e gOpl=02 iz listening
EchsAgRegistry_glsps0B, gefch. e glspsOB iz liztening
EchsAgRegistry_glukgOl, gsfch.e glukgll iz liztening
Kl ]

Figure 8. ECS Assist ant cdsping GU |
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To start up the ECS Assistant Server Monitor GUI, use the following procedure.
Using the ECS Assistant Server Monitor

1 At the ECSSubsysem Manage GUI, select a mode by clicking modein the mode
list.

e Onethemodeis séected, thecolor of thesubsyste nanelist is changed.

2 Select a subsystem by clicking the radio button next testisysternameunderthe
subsystem component window.

e The selected subsystem radio button is highlighted.

e Thecomponentgorrespondingo that the subsystem are displayed in the component
window.

3 Select a component by clicking its name under the component window.

e All the servers for the selected component are displayed in the server window.
4 If desired, click thamonitor button from the common tasks window.

e The ECS Assistarerver Monitor window is displayed.

e The satus “UP/DOWN?"” indicates whether the server is running.
5 To see which host each server is running on, clickdsging all servers...button.

e The ECS Monitor (cdping) GUI is displayed.

e The host name for each running server is listed

6 Both theServer Monitor andcdsping GUI can be updated by clickirige update button
in theGUI.

e This causes the list to update to the current status.
To monitor other servers, repeat steps 2-4.

8 To exit, click theEXIT button.
. This teminaes display of themonitor GUI.

Analysis/Troubl eshooti ng: COTS Hardware

The ECShardware is composed almost entirefycommercial,off-the-shelf(COTS products,
for which there are vendor maintenance warranties and/or COTS hardware support contracts.
Whena systemproblemis discovered, there is an initial troubleshooting/diagnostics procedure to
be followed which is geneic — i.e., not limited to hadware problens. However, when a
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hardware problem is indicated, the procedure refers the prabléra MaintenanceCoordinator
for hardware corrective maintenanc®ystem troubleshooting tools and principlpplg:

e HP OpenView for quick assessment of status.
-« MDA Event Log Browser for sequence of events.
e Initial troubleshooting.
- Review error message against hardware operator manual.
- Verify connectons (power, n&tork, interface calds).
- Run internal systems and/or network diagnostics.
- Review system logs for evidence of previous problems.
- Attempt system reboot.

- If problem is hardware (e.g., software has been working and reboot is
unsuccessful), report it to the Maintenance Coordinator — i.e., pedblemfor
preparation of a maintenance Work Ordetnmentory/LogisticalManagement
(ILM) software.

The ILM Tool

The ILM tool is one application of XIRIl (the other is Bseline Manager.The main screenof
XRP-II, illustrated in Figure 9, permits access to four meNatg Dependng on he access
level established for you by the XRPadministrator, you mayot have accesso all of the
menus):

e Baselne Managemern menu provies accessotfuncions for naintaining contol
item and bill of maerial information.

e IL M Main Menu provides acces®tfuncions for Invenory/Logistical Managenent
(ILM) services, including entry and management of EIN (Equipment Identification
Number) information and management of Ei#&l structurefor the ECSinventory,as
well as entry of maintenance Work Orders and other maintenance records.

e Systen Utilitie s Menu provides acces®tfuncions for naintaining information that
spans functional domains, and for importing and exporting records.

e System Tools menu provdes accestfuncions for nanagng the securty, heath,
and configuration of XR-II.
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= XRP-Il — Baseline User

1)

ECS Management System
mainm Main Menu

1. Baseline Management
2. ILM Main Menu

3. System Utilities Menu

4. System Tools

Please enter selection (1 - 4 or name):

|F1-help F3-prior menu F5-select F8-exit

09/12/97 11:15

Figure 9. XRP-Il Main Menu Screen for Baseline Manager and Inventory/Logistical

Management

The user nterface for XRP-1l is a Characer User Inérface (GHUI). The varbus screens are
accessiblethrough navigation of a hierarchical menu structurdzigure 10 illustrates that
structurefor ILM. Dataconcerning maintenance actions can be added, modified, or deleted by
selectingan appropriate data entry screen from the Maintenance M&aia entry screens
permit modification of the maste file (or ctaog) thd desaibes mantenance actions
individualy. Each screen accesses aipalar setof records and coains a unjue setof fields
correspondingo an item’s class. All screens function in essentially the same way, and use
bottom-line commands sub as thoseshown in theWork Order Entry saeen illustraed in
Figure 13. A bottom-line command is executed by typing its first letterjrothe caseof those

preceded by aash (J, by typing the shsh andhe first letter.
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[ I I
|Base|ine Man agementl | ILM Main Menu | |System Utilities Menu | | System Tools |

‘| EIN Transactions

|_LEIN Installation

| EIN Shipment

I-EIN Transfer

I-.EIN Archive

|- EIN Relocation

LInventory Transaction Query

L_EIN Menu

ILEIN Entry

I-EIN Manager

lLEIN Structure Manager
LEIN Inventory Query

‘| Inventory Ordering Menu|

|-Order Point Parameters Manager

|- Generate Order Point Recommendations
-Recommended Orders Manager

|- Transfer Order Point Orders
-Consumable Inventory Query

I-Spares Inventory uerz

L Transfer Consumable & Spare Mat'l

LILM Reaort Menu

I-ILM Inventory Reports

I-EIN Structure Reports
I-Install/Receipt Report

I-EIN Shipment Reports
|-Transaction History Reports
I-PO Receipt Reports
LInstallation Summary Reports

[ Maintenance Menu }

|- Maintenance Codes

I-Maintenance Contracts

| Authorized Employees

- Work Order Entr

- Work Order Modification

|-Preventative Maintenance ltems
I-Generate PM Orders

Work Order Parts Replacement History
| Maintenance Work Order Reports

L Work Order Status Reports

‘|_ ILM Master Menu

I-.Employee Manager
I-Assembly Manager

|- System Parameters Manager
l-Inventory Location Manager
| Buyer Manager
|-Hardware/Software Codes
|- Status Code Manager
|-Report Number

|.Export Inventory Data

| Transaction Log .
|-Transaction ArcChive

| OEM Part Numbers
I-Shipment Number Manager
LCarriers

PO/Receiving Menu|

| Material Requisition Manager
I-Material Requisition Master
I-Purchase Order Ent
|-Purchase Order Modification
I-Purchase Order Print
|-Purchase Order Status
I-Receipt Confirmation

I-Print Receipt Reports
I-Purchase Order Processing
LVendor Master Manager

Figure 10. XR P-Il Hierarchical M enu Struct ure for ILM
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Figure 11.
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A problemthatis not resolved through initial troubleshooting will often require troubleshooting
teamworkby the Maintenance Coordinator, the System Administrator, and perhaps a Network
Analyst. These troubleshooters may perform additional steps to resolve the problem:

e specific troubleshooting procedures described in COTS hardware manuals.
e non-replacement intervention (e.g., adjustment).
e replace hardware \th maintenance spare.

- locally purchased (non-stocked) item.

- installed (hot-swappable, excess capacity) spérgs, RAID storage,power
supplies, network cards, tape drives).

If the hardware problem is not resolved by the actions ofoite staff, it may be necessaryo

request assistance through the Maintenance Coordinator from a maintenance cdaotractor

site hardwaresupport. Suppose, for example, that you are a Maintenance Coordinator and HP
OpenViewhasindicateda problem with one of the Sun workstations, that initial troubleshooting
finds the workstation to be inoperable, that a hardware problem report has been forwarded to
you, and that you and System Administrator cannot resolve the problem through additional
troubleshooting.That workstation is hard dowr he correct approach is:

e Organizethe dataon the problem and use ILM software to prepare a maintenance
Work Order.

e Call the support provider’s technical support center to obtain on-site assistance.
- Provide them with the background data.
- Obtain a case reference nber fromthem

- Updéde the ILM record to rdlect the time and dde of the call and the case
number.

- Notify the originator of the problem that the contractor is on the way.
e Arrange for die access fortte nmaintenance ¢chncian.

- Record arival time.

- Escort technician to hardware.

- Assist in problem resolution (e.g., arrange equipment shutddempnstrate
problem).

- Obtain any needecethncal referenceshiatare avdieble atthe ste.

e Updae the ILM record with actions taken to rrect the problen and dday time
experienced for the repair, including start/stop times and reasons for each delay

e Foranyreplacedpart, update the ILM record with additional supporting data (Work
Order Rrts ReplacenentHistory).
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— Part number of the new item.
— Serial numbers of the old and new items.

- Equipment Identification Numbe (EIN) assignel to the new item (if
appicabk).

- Model nunber of rephcenent Line Replaceabé Unit (LRU). [Note: If the
model number of he rephcenent LRU is different from the partrenoved, a
configuration changerequest (CCR)is required for configuration management.]

- Name of the tem replced.
The following procedures are applicable to help you implement this approach.

In preparatiorto requestbon-site hardware support from the maintenance contractor to repair the
down Sun workstation, use the following procedure to obtain the background information
needed.

Obtaining On-Site Hardware Support: Badkground Information

1 Collect information needed to obtain contract maintenance support.

e Obtan make, model, seaial number, and loation of the failed systen from the
hardware database.

e Obtain description of problem and symptoms frompitablem report.
« |dentify thecriticality of the COTS hardware experiencing the problem.
2 Determine mantenance provider daa.
e Obtan name, and elephone number of the maintenance provider.
e Obtdn access coeneeded to obtain support.
e Obtan telephonenumber of the support provider’s technical support center.

e Obtan name of site authorized contact person.

Once you have collected the background information you need to contact the maintenance
vendor, make the contact and then enter a Work Order record into the ILM tdeé the
following procedure.

Use ILM to Prepare a Maintenance Work Order

1 On workstationxOmsg##, at the UNIX prompt in a terminal window, typkenusr
<ipaddress xterm at a UNIX command prompt and then pressRb&urn key.

e NOTE: The x in the workstation name will be a letter designating your site:
g=GSFC,m = MC, | =LaRC,e= EDC n=NSDC, o = ORNL, a= ASF,j = JR;
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the## will be an identifyingwo-digit number(e.g.,eOmssO24ndicates a management
servicessubsystem workstation at EDC)f you access the workstation through a
secure shell remote login (sskhiu mustenterxhost <remote_workstation_name>
and entersetenv DISPLAY <local_workstation IP address>:0.(Qorior to thessh
before endring the command afer the ssh. The <ipaddress is theip address of
x0msg##, and xtermis required when entering this command on a Sun terminal.

A saipt is executed which ddermines the opeator's temind type from the
environment,prompts for a terminal ID, and establishes a Baseline Manager/ILM
operating environmentXRP-1l is then started and thdain Screenis displayed.

Type the numbe2 (for IL M Mai n Menu) and press thEnter key.

ThelL M Main Menu screen is displayed.

Type the numbed (for Maintenance Meru) and press thEnter key.

TheMaintenance Meru screen is displayed.

Type the numbet (for Work Order Entry ) and press thEnter key.

The Work Order Entry CHUI saeen is displged, with thecursor a the Work
Order: field; the screensiin the ADD mode.

Press th&nter key.

The system generateaORK ORDER ID is displayed in the text field and the
cursor moves to theARENT EIN: field.

Type the EIN of the parent item, and then pres£titer key.

Thetypedentry is displayed in thEARENT EIN: field, and dda from theEIN file
for the parent are displayed in tiserial Number:, Name:; OEM Part:, OEM
Desc; Location:, Building:, and Room: fields. Initial values (which ma be
changed) are displayed in tNOTIFICATION DATE: , NOTIFICATION TIME: ,
MFG/DEV:, VENDOR:, and MAINT VENDOR: fields.

As an option instead of typing the EIN of the parent, the operatortypayZ and
zoomoutto the EIN list, saoll to thedesired EIN, typet to tag the desired EIN, and
then typeQ (for Quit) to make the entry and populate the associated fields.

The cursor is displayed in tHReROUBLE TICKET: field.

If applicable,type the identification number of an associated trouble ticket (e.g., if a
trouble ticket was initially prepared for the problem), and then pre$stee key.

The field may be bypassed by just pressingghter key.

The typed entry is displayed in tHEROUBLE TICKET: field and bhe cursors
displayed in the&NOTIFICATION DATE: field.
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11
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Type the date (using format mm/dd/yy) on which notification of the problem was
receved andhen pressneEnter key.

e To bypass the field, leaving the displayed current date, just preEstirekey.

e Thetypedentryis displayed in th&OTIFICATION DATE: field, and the cursor is
displayed in thé&NOTIFICATION TIME: field.

Type the time (using format hh:mm) at which notification of the problem was received

and then press thenter key.
e To bypass the field, leaving the displayed current time, just pre&stiee key.

e The typed entry is displayed the NOTIFICATION TIME: field, and the cursor is
displayed in thé’RIORITY: field.

Type a priority consistent with local policy andsessmerfe.g.,in this exercisetypel),
and then press thenter key.

e The typed entry is displayed in tRRIORITY: field, and the cursor is displayed in
the SUBMITTER: field.

Type your employee code number and then presSriter key.

e The typed entry is displayed the SUBMITTER: field, and the cursor is displayed
in theFAILURE DATE: field.

e As anoption instead of typing the employee code number, the operator maiZtype
and zoom out to a list of code numbers and employsses|l to the desiredentry,
typet to tag the desired entry, and then tgp€&or Quit) to mée theentry.

Type the actual failure date (using format mm/dd/yy), and then preEsntaekey.

e The typed entry is displayed in tHRAILURE DATE: field and he cursor s
displayed in thé&-AILURE TIME: field.

Typetheactud failure time (using formahh:mm), ad then press theEnter key.

e The typed entry is displayed in tHRAILURE TIME: field, and thecursor is
displayed in theM FG/DEV: field.
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Type the ID of the manufacturer or developer, and then pregstee key.

e The typed entry is displayed in tiFG/DEV: field, and the cursor is displayed in
the VENDOR: field.

e Asanoptioninstead of typing the ID, the operator may typeand zoom out to a list
of manufacturers/developers, scroll to the desired entry ttygptag thedesiredentry,
and then typ& (for Quit) to m&e the entry. Note This option is only @ailable if
the information has previously been entered using the Vendor Master Maintenance
screen.

Type the codefor the vendorfrom whom the item was purchased and then press the
Enter key.

e The typed entry is displayed in tt&NDOR: field, and the cursas displayedn the
MAINT VENDOR: field.

Type the ID of the maintenance vendor, and the predsritee key.

e The typed entry is displayed in thdAINT VENDOR: field, and the cursor is
displayed in th& ENDOR CALL DATE: field.

e Asanoptioninstead of typing the ID, the operator may typeand zoom out to a list
of maintenance vendors, scroll to the desired entry,ttypeéag thedesiredentry,and
then typeQ (for Quit) to m&e the entry. Note This option is only &ailable if the
information has previously been entered using the Vendor Master Maintenance
screen.

Typethe date(using format mm/dd/yy) on which the vendor was called and informed of
the problem, and then press thater key.

e Thetypedentryis displayed in th&/ ENDOR CALL DATE: field and he cursors
displayed in th@'IM E: field.

Type the time (using format hh:mm) at which the vendor was cafidihformedof the
problem, and then press tBater key.

e The typed entry is displayed in tAéM E: field, andthe cursor is displayed in the
VENDOR CONTACT NAME: field.

Typethe nameof the person who was contacted at the vendor, and the preENTER
key.

e The typed entry is displayed in thdEENDOR CONTACT NAME: field, and the
cursor is displayed in tieENDOR REFERENCE: field.
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Optional: Typeany desired information in reference to the vendor (up to 20 characters),
and then press thenter key.

e The entry may be bypassed by just pressindctiter key.

e The typed entry is displayed in tdeNDOR REFERENCE: field, and the cursor is
displayed in th@ EXT: field.

Type/z to opena free-form text window, then type any pertinent details on the failure or
repair. (Note To keep he enéred ext visible, presshe Enter key when he cursor
reacheshe edge oftte screen dumg typing of eachihe.) Pressthe F3 key to exit when
done.

e The free-form text window is closed, thetationT is displged in theTEXT: field,
and the cursor is displayed in t8©DE: field.

Optional: Type any desired two-character code that teenestablishedor identified
specfic needs, anchen presshie Enter key.

e This field may be bypassed by just pressingghter key.

e Thetypedentry is displayed in th€ODE: field, and the cursor is displayed in the
NOTE: field.

Optional: Type any desired note (up to 60 characters) to be added\iéottkeOrder,and
then presshie F3 key to exit.

e The typed entry is displayed in titNOTE: field, and theADD modeis teaminated.
(Note If you have pressed thenter key instead othe F3 key, thesaeen remans in
the ADD mode and the cursor is displayed at theitofhe WORK ORDER: field;
you must press thie3 key to exit.)

When the Work Order Entry screen s exited, the systm copies al acive chidren for he
parent EIN into the work ordeThe operator then uses téork Order Modification screena
record and track details about the failure.

e Main Work Order Modification screen is used to record down times, awloena
vendor service call is complete, the vendor times and any appropriate notes.

e Theltems pages accedsde fromthe Work Order Modification screen are used t
desgnake which item(s) faled, and any new reptenent parts, as well as
acconpanying noes.

Suppose that the vendor was called and has made a service call lasting one hour entsolate
repairthe problemfor which you created a maintenance Work Order enfrige problem was
isolated © one of he chidren of he paren&IN, which wasreplacedto conmplete therepar. Use
thefollowing proedureto doament thedown timeand sevice call.
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Use ILM to Prepare a Maintenance Work Order Modification

1

On workstationxOmsg##, at the UNIX prompt in a terminal window, typkenusr
<ipaddress xterm at a UNIX command prompt and then pressRb&urn key.

e NOTE: The x in the workstation name will be a letter designating your site:
g=GSFC,m = SMC, | =LaRC,e=EDC n=NSDC, o = ORNL, a= ASF,j = JR
the## will be an identifyingwo-digit number(e.g.,eOmssO2dndicates a management
servicessubsystem workstation at EDC)f you access the workstation through a
secure shell remote login (sskhu mustenterxhost <remote_workstation_name>
and entersetenv DISPLAY <local_workstation IP address>:0.Qprior to thessh
before endring the command afer the ssh. The <ipaddress is theip address of
x0msg##, and xtermis required when entering this command on a Sun terminal.

e A saipt is executed which ddermines the opeator’'s tamind type from the
environment,prompts for a terminal ID, and establishes a Baseline Manager/ILM
operating environmentXRP-1l is then started and thdain Screenis displayed.

Type the numbe2 (for IL M Mai n Menu) and press thEnter key.

e ThelL M Main Menu screen is displayed.

Type the numbed (for Maintenance Meru) and press thEnter key.

e TheMaintenance Meru screen is displayed.

Type the numbées (for Work Order Modification) and press thEnter key.

e TheWork Order Modification CHUI screen (form) is displayed, withe cursorat
theWork Order: field; the screensiin the QUERY mode.

Type V (for View) to toggle the view to the list of work orders.

e Thelist of work ordes is displaed, with thecursorat the Work Orde identification
of thefirst item in thelist.

Use the arrow keys to scroll down the listhe entryfor the Work Orderyou previously
enered.

e If necessitatetly avery long list, you may typ8l (for Next) to scroll down a page at
atime typingP (for Prior) saolls up apageat atime.

e If you know the identifier for the Work Ordgou wantto modify, you may type F
(for Find), which displays an entry field into which you dgpetheidentifier. Then
press thd=-5 key to initiate the Find actionlt is possible to search on other columns
by pressing th&nter key after typing= and before typing the search item.

When te cursors in the ine forthe desred Work Orderenty, type V (for View) to
toggle back to the form display.

e The Work Order Modification form is displayed with data for the selected Work
Order entry.
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Repeaedly press lie Enter key to move the cursor through the form until it is displayed
in theVENDOR ARRIVE DATE: field.

e The cursor is displayed in t(PMENDOR ARRIVE DATE: field.
Type /M (for Modify).

e The screen show$ié MODIFY mode menu at the bottom, indicatingO DIFY
mode.

Type the date (using format mm/dd/yy) on which the vendor arrived andtbssthe
Enter key.

e The typed entry is displayed in ttEENDOR ARRIVE DATE: field, and the cursor
is displayed in the VENDOR ARRIVE TIME:field.

Type the time (using format hh:mm) at which the vendor arrived angtlesghe Enter
key.

e The typed entry is displayed in td=NDOR ARRIVE TIME: field, and the cursor
is displayed in the VENDOR COMLETE DATE: field.

Type the date (using format mm/dd/yy) on which the vendor completed the repair and
then presshie Enter key.

e The typed entry is displayed the VENDOR COMPLETE DATE: field, and the
cursor is displayed in tieENDOR COMPLETE TIM E: field.

Typethe time (using format hh:mm) at which the vendor completed the repair and then

press thé&nter key.

e The typed entry is displayed in tMENDOR COMPLETE TIM E: field, and the
cursor is displayed in thd FG/DEV: field.

Press thé&nter key repeatedly until thecursor is displged in theNOTE: field.

e The cursor is displayed in tiNOTE: field.

Type /N (for Note).

e A free-text field is displayed.

Type any pertinent notes to document events related to the failure and repair.
e The typed entry is displayed in the free-text entry area.

Press thé&3 key b exi the free-éxt enty area.

e The free-text entry area is closed and the cursor is displayedNOMRE: field.

Press thdenter key repeatedly until the cursor is displged in the first START DATE:
field.

e T he cursor is displayed in the fiISTART DATE: field.
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Type the date on which the system failure was first noted, and then présgeh&ey.

e The typed entry is displayed in t8F ART DATE: field, and the cursor is displayed
in thefirst END DATE: field.

Type the date on which switchover (if applicable)repair began(i.e., the end of
Administrdive and Logistic Dday Time-- ALDT), and then press theEnter key.

e The typed entry is displayed in the firEND DATE: field, and the cursor is
displayed in thefirst START TIME: field.

Typethetime a which thesysten failure was first notel, and then press theEnter key.

e The typed entry is displayed in the fiSTART TIME: field, and the cursor is
displayed in thefirst END TIME: field.

Typethetime atwhich switchover(if applicable) or repair began (i.e., the end of ALDT),
and then press thenter key.

e The typed entry is displayed in the firBND TIME: field, and the cursor is
displayed in thefirst REASON: field.

Typethe codeidentify the reason for thefirst down timeentry, and then press the Enér
key.

e |If desired, you may typ& (for Zoom) to display a list of reason code¥.0ou may
thenusethe downarrow key to scroll down the list to the desired code, fiyje tay
the entry, and then typg@ (for Quit) to enter thecodein the REASDN: field.

e The typed (or selected) entry is displayed in REEASON: field, and the cursor is
displayed in the neX8TART DATE: field.

Repeat steps 19 - 23, using as many Time-Date-Reason blocksapglicable and
necessay, to enter stating and ending daes, times, and reason @des for additiond down
time attributable to repair activities, switchover activities, and tciargeabledown
time, respectively.

e Thetime and reason dda are displayed in thegppropride fields. When the Enter key
is pressal in the last REASON: field, the QUERY mode menu is displayed at the
bottom of thesaeen, and thecursor renans in theREASON: field.

Type R (for Right).

e The saeen disply shifts toshow the Chargeable Hours page, and the cursor is
displayed in th&Vork Order: field.

Press th&nter key.
e The cursor is displayed in t#.DT: field.
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Type /M (for Modify).

e The screen show$ié MODIFY mode menu at the bottom, indicatingO DIFY
mode.

Type the number of hours chargeable to ALDT, and then pregstee key.

e The typed entry is displayed in t#d.DT: field, and the cursor is displayed in the
TIM E TO REPAIR: field.

Type the number of hours chargeable to the repair, and then pré&sgehé&ey.

e The typed entry is displayed in t#d.DT: field, and the cursor is displayed in the
SWITCHOVER TIM E: field.

If applicable, type the number of hours chargeable to switchover actiamiéd)enpress
theEnter key.

e Thetypedentry is displayed in thEWITCHOVER TIM E: field, and the cursor is
displayed in th@ OTAL CHARGEABLE DOWNTIM E: field.

Type the total number of hours of down time, and then predsnitee key.

e The typed entry is displayed the TOTAL CHARGEABLE DOWNTIM E: field,
the QUERY modemenuis displayedat the bottom of the screen, and the cursor
remans in theTOTAL CHARGEABLE DOWNTIM E: field.

Type | (for Items).

e Theitems paeis displaed for thefirst child item of theparent EIN, with the cursor
positioned at th€ OMPONENT EIN: field.

To recordthe rephcenentof the tem, repeagdly type N (for Next) until the page for the
replaced iem islocatd.

e |If there are a large numbe of child items, thelocation of the desired item may be
facilitated by typingV (for View) to toggle to the list viewThenusethe arrow keys
to scroll throughthe list to locate the item and typeagain to display the form for
tha item.

Repeatedly press lhe Enter key until the cursor is displged in theREPLACE (R) OR
NEW (N): field.

e The cursor is displayed in tiREPLACE (R) OR NEW (N): field.
Type /M (for Modify).

e The screen show$é MODIFY mode menu at the bottom, indicatiingO DIFY
mode.

TypeR, and then press thenter key.

e The typed entry is displayed in tiREPLACE (R) OR NEW (N): field, and the
cursor is displayed in tirREPLACE OR ADD DATE: field.
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37 Type the dae (usng format mm/ddAy) on which the repacenent was nade, and lien
press thé&nter key.

e The typed entry is displayed in tHREPLACE OR ADD DATE: field, and the
cursor is displayed in tRECORD EVENTS: field.

38 Type /Z (for Zoom).
« A free-text entry field is displayed.
39 Type failure/repair details in the free-text entry field, and presE3hey when done.

e The free-&xt enty field is closed, a Tis displgyed in theRECORD EVENTS: field
to indicatk thattext has been eated, andlie QUERY mode menu is displayed at the
bottom of thesaeen.

40 Type Q(for Quit).

e The ILM Maintenance menu is displayed.

In unusual cases, it may be necessary to resort to non-standard hardware support prod¢edures.
the event that the maintenance contractor’s assiggobehicians not providingtimely successful
repair,or if the maintenance action is otherwise unsatisfactory, it may dessery to escalate
the problemto bring it to the attention of the support contractor’'s managenidrg.escalation is
achievedby calling the maintenance contractor’s technical support center and providing them
with the case reference numbeknother non-standard support approach, which magadsédy

and is to be usal only & a last resort for mission-gtical repars, is Timeand Maerial (T&M)
support. For T&M support,the local Maintenance Coordinator must obtain authorization from
the ILS Maintenance Coordinator or, if that person is unavailable, from the Sustaining
Engineering Organization (SEO).

41 625-CD-017-002



Performing Preventive Maintenance

The only hardwareitems that may require scheduled preventive maintenance the E-Systems
Modular Automated Storage Systems (EMASS) robot, the StorageTek (STK) robot, and
assocated pe drives.

e Scheduled by the local Maintenance Coordinator.
e Coordinated with maintenance organization and using organization.

- Scheduled to be performed by maintenance organization and to coivithde
any corredive maintenance fi possble.

- Scdeaduled to minimiz opeationd impact.
e Documented using ILM maintenance record.

- UsePreventative Maintenandeems saeen to designde which items in theEIN
file should have regularly scheduled maintenance.

- Use Generate @ Orders screen to generate work orders for items needing
preventative mantenance.

Analysis/Troubl eshooti ng: COTS Softwar e

The mantenance of COTS softwee items in ECSrequires the management of softwae
maintenance contracts with software venddisis element includes:

e mantaining softwae uselicenses.

e obtaining telephone assistance in resolving COTS software problems.
e Obtaining software patches.

e oObtaining software upgrades.

COTS software vendor supportis contractedby the ECS procurement office at the ECS
Development Faility (EDF).

First year is under warranty support.
e Subsequent support is acquired through contract extension/modification as needed.

e COTS software support contracts data are maintained in a databadwy tise&CS
Integrated_ogistic Support (ILS) office to monitor and track contract expiration dates
and terms.

e Local Maintenance Coordinators (LMC) can request changeSQ®S software
support contracts by contacting the ILS Logistics Engineer.

- Contact by e-mail can be made by usiemaint@ecs.hitc.com as he address.

- Phone contact can be made usirntge number 1-800-ECS-DATA
(1-800-327-3282), selecting Option #1; request the ILS Logistics Engineer.
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COTS Software Licenses

Licenses to use COTS software vary by the type of software and the software vendors’ policies.
License types include:

e per seat

e persite

e specific number of concurrent users.

e unlimited uses.

» lifetime use without regard to number of users or location.

COTS software licenses are maintained in a property databaseThe ECS Property
Administrgor:

e maintains the master copy of COTS software license agreements.
e mantans theCOTS softwee licenseddabase
» distributes COTSoftware for installation at the DAACSs.

The ECS Program reflects several different license restrictiasgdon the license types
negotiatedor the different COTSsoftware products usedn general, the license restrictions are
imposed through a software program that runs on a license server at the DA&&cksthe
instances of a program in use, and whenlithé is reachedjt precludesaccesdy additional
opeaators until usefalls bdow the limit. Table 1 lists four ofthe mgor COTS packages and
identfies the Icense resictions hatapply to each.

Table 1. Major C OTS Software License R estrict ions

Software Restrict ion
HP Open View One site license, unlimited users
AutoSys Only 1 instance at a time may be active
ClearCase [1 5 users concurrently
DDTS Virtually unlimited (10,000 users)

Installing COTS Software

Theapprova of appropride CCBs is rguired prior to theloading of COTS softwie upgrales or
other packageon any ECS platform. The approval process requires systematic Configuration
Management (CM) procedures and documentation to ensure appropriate controlE@3he
baseine and of changesotthe basehe. Once he approvalis receved, the site Local
Maintenance Coordinator notifies those personnel who will accomplish the installatgpn
Rdease Instdlation Team, Systen Administraor, Ndwork Administrdor, Softwae
Maintenance Engineer).
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For ECS, thee is onemgor tool usel to fecilitate CM control of softwae instdlation:

e ClearCasel_=1Provides a mountable file systemhich is usedto store version-
controlled data, such as source files, binary files, object libraries and spreadsheets.

The QearGasel1dol is usal primaily for the ECS Se&nce Softwae Integraion and Test
(SSI&T) function, but it is also applied to control changesustomsoftwareand customized
portions of some COTS software packages (e.g., configuration files).

At the DAAC, the COTS software installation actions are executed by the DAA@vw&re
Maintenance Engieer andhie §ystem Administrator. Installation proceedsysematicaly. The
installation is generally straightforward:

e the COTS software is installed with any ECS customization (e.g., configuration files).

e the Version Description Document (VDD) gets final updates for system and center-
specificmaterialidentified by ESDIS or the operational centers, and the final VDD is
avaiable.

Safeguarding COTS Software Media

Any residual COTS software media and commercial documentation should be protected by
appropriate meanskor example, it may be desirable to store thernocked cabinetsprovided

for the purposeat the DAAC. Should there be a need for access to these materials (e.g., a
requiremento reload a COTS software product), keys for these cabinets can be made available
from the Operations Coordinator during operating hours.

Obtaining COTS Softwar e Suppor t

Supportof COTSsoftwareinvolves both site capability and contracted supp&ite support is
provided by the System Administrator and the Software Maintenance EngiNéeen site
support personnelconfirm that a problem is attributable to the COTS software, the COTS
Software vendor’s technical support center/help desk is contagtaathorizedoersonneht the
site. When a system problem is discovered, theranisnitial troubleshooting/diagnostics
procedureto befollowed which is gaeric — i.e, not limited to softwae problens. However,
when a software problem is indicated, the procedure réferproblemto the Maintenance
Coordinator for software corrective maintenanc&ystemtroubleshootingools and principles

apply:

e Software package event browser (e.g., HP OpenView Event Browser) for sequence of
evens.

e Initial troubleshooting.

- Review error message against software operator manual; prepare trouble
ticket.

- Review system logs for evidence of previous problems.
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- Attempt softwae reload.

- If problem is software (e.g., hardware has been workingralodddoesnot
correct the problem), report it to tdaintenanceCoordinator- i.e., forward
the trouble ticket.

A problemthatis not resolved through initial troubleshooting will often require troubleshooting
teamworkby the Maintenance Coordinator, the System Administrator, and perhaps a Network
Analyst. These troubleshooters may perform additional steps to resolve the problem:

specific troubleshooting procedures described in COTS software manuals.

review of the software vendongeb site’s solutionsdatabaséo learnof any solutions
for similar problams.

exercise any embedded or down-loadable software diagnostic rattmenill
determine the status of the COTS software on the equipment.

exercise of any locally devised troubleshooting/diagnostic procedures.

non-replacement intervention (e.g., adjustment tlafesholds or other tunable
parameters).

If the software problem is not resolved by the actions of the local staff, it may be necessary to
request assistance through the Maintenance Coordinator from a maintenance cdaotractor

site software supportSuppose, for example, that yatea MaintenanceCoordinatorandthe site
Software MaintenanceEngineerhas determinedthereis a problem with one of the COTS
software packages used for Configuration Management, that initial troubleshiotieghe
problem unable to be corrected locally, that a trouble tickebbéasforwardedto you, andthat

you and System Administrator are not able to resolve the problem through additional
troubleshooting. The correct approach is:
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e Organize the data on the problem, find data orafiropriatesupportprovider,and
update the trouble ticket with this information.

Locate information such as software vendor technical support centedésddp
telephonenumbers,namesof personnel authorized (by site and software) to
contact the vendor, and the authorization/acceslesavailableto the site’s
Local Maintenance Coordinator from the ECS ILS office.

e Contact the support provider’s technical support center/help desk to obtasite
assstance.

Provide them with the background data.
Obtain a case reference nber fromthem

Updatethe troubleticket to reflect the time and date of the call and the case
number.

Notify the originator of the problem that the contractor has laéentedto the
problem.

e Maintain coordinationwith the vendor for the solution and ensure compliance with
Configuration Management requirements.

Software vendor’s technical support center/help deskies contractsupport
authorization and assists in pinpointing the COTS softwanablem to
provide a recommended solution.

Solution may include a patch, a work-around, or arfia future releaseof the
software.

Assistin problemresolution (If a patch exists to correct the problem, the patch
will be identified and provided by the software vendweer the Internetor
mailed to the requestelf a patch is required but not available, tleguester
and the vendor together determine the seriousness of the prollethe
problem is critical, a temporary patch or work-arommay be provided,with
permanent solution to be implemented in a future update or release.).

The DAAC and Project Configuration Control Boards (CCBsistauthorize
the patch to be installed as a permanent solutidns decisionmay be made
after the fact in accordance \th energency procedures reged D coninue
to operate.

e Update trouble ticket with actions taken to correct the problem and delay time
experienced for the solution, including reasons for each delay.

In preparation to request software support from the software vémdesolvethe problem,use
the following procedure to obtain the background information needed.
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Obtaining On-Site Sotware Support: Badkground Information

1 Collect information needed to obtain contract maintenance support.

 Obtdn version, release saial number, and loation of the failed software from the
software database.

e Obtain description of problem and symptoms frtoow ble ticket.
e Identify thecriticality of the COTS software experiencing the problem.
2 Locate information on the software support vendor.
e Obtan name, and elephone number of the software support vendor.
e Obtan access coeneeded to obtain support.
e Obtan telephonenumber of the software support vendor’s technical support center.
e Obtan name of site authorized contact person.

3 Record data on maintenance needed and maintenance provider into the trouble ticket.

In unusual cases, it may be necessary to resort to non-staod@veresupportprocedures.in

the event that the software support vendor’s technical support center/help desk is not providing
timely successful solutions, or if the maintenance action is otherwise unsatisféctoay, be
necessaryo escalatethe problem to the ECS System Operations Support (SOS) group or the
Sustaining Engineering Organization (SEQheseorganizationsarestaffedwith seniorsystems
engineerknowledgeableon COTS software and can assist with diagnosing the probldime

site Local Maintenance Coordinator may go directly to sb&éware vendor or to the ILS
Logistics Engineer to obtain an escalation of software vesdpport,resultingin increased
vendormanagementeview of the problem resolution, the assignment of additional resources to
resolve the problem, and/or a more highly qualified technician assigmeddivethe software
problem.
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Troubleshooting of Custom Software

During operations,master copies of the custom software code are maintained at the ECS
Development Faiility (EDF). However, thee may be a need for the M&O organization to
modify the confguraton as esblished ateach cerar.

Software Change Manager, ClearChs@rovides the vehicle to stoemd maintain
thelocd library.

Governing policies and minimum developed software component level thabenay
removeal from (checked out for mantenance) or rantroduced to themaste library are
defined by the developers’ determination of code modules.

Configuration Management (CM) requirements apply (e.g., for configuraksontifi-
cation, configuration change control, and configuration status accounting).

Maintenance changes to the ECS baseline may come from any of several sources, such as:

ESDIS CCBdirected changes.

Site-level CCB-directed changes to @nfiguration items, subjet to ESDE ddegaion
of responsibility for site-level control.

Developer modifications or upgrades.

User- or operator-initiated trouble tickets.

Impl ementati on of Modi ficati ons

A controlled build procedure provides structure for the implementation of changes.

Each ECSorganization selects a responsible engineer (RE) for each build.

The SOS RE gablishes thesd of CCRs to bencluded in thesysten build.

Site/center REs déermine applicability of any siteuniqueextensions for thebuild.

System and center REs establish schedules for implementation, integration, and test.

The SOS RE miatains the integrated systen- and center-specific CCR list and
schedule.

The SOS RE maintains the VDD, updating it watlithorizedchanges. CenterREs
provide appendices as needed to describecantier-uniqueadditions/modifications
to thebuild.

The RE (or designded team) for a CCR uss the configuration-controlled library to
obtan the correct version of the sour@ codédfiles. The RE/team implements the
change, performs programmer testing, and updatesdtitementation(design,
interface, and procedures docent).
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Obtai ning Custom Softwar e Suppor t

The maintenanceof science software and data items provided by the Science Computing
Facilities (SCFs)is not the responsibility of the ECS on-site maintenance engineBreblem
resolutionsandchangedgo this software will be handled under the auspices of local DAAC CM
activities and theESDIS CCB in thesame manne as new releases to basdined saence software.

Problems with ECS custom software are one type of impetus for generating trouble tickets (TTs):

Anomalies.

Apparent incorrect execution by an ECS software configuration item.
Inefficiences.

Sub-optim&useof systen resoures.

TTs mag besubmittel by uses, opeators, aistomes, andysts, matenance
personnel, and management staff.

TTs capture supporting information and data related to the problem.

Troubleshooting is conducted on an ad hoc baslast as with COTS software problems,
however, it is conducted systematically.

Site-level activity is initiated by the Operations Supervisor assigning a trouble ticket
to the Problem Investigator.

Problem Investigator uses list of Responsible Engineers if needed to siygiort
from SEO Maintenance Programmers, Responsible Engineers, and ECS Developers
a theECS Dedopment Faility (EDF).

EDF hasthe same software and computer equpment variants avalable atthe stes,

and may be able to duplicate anomalies experienced in an on-site syslenvé¢o
effective resolutions or work-arounds as required until a permanent solution can be
implemented.

At a TT telecon, the Failure Review Board assigpsa@rity to the TT andassignghe

TT to an organization for work-offThe organization assignsResponsiblé&ngineer

to work off the TT. Using the data captured in the TT, the Responsible Engineer
conductsa technical investigation to attempt to isolate the source of the reported
problem.

If the problemis caused by a non-EC8ement (e.g., an interface problem with an
external system, poor resource usage by a science algorithm, poor perfobpance
non-ECSservice),the TT and supporting data are provided to the maintainer of that
element. An ECS CCR mpaso beproposd to protet ECS from potetial threats of
future problams identical or simila to tha doaumented in theTT.
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General ECS Troubl eshooti ng

There is a general systematic approach specifically developdelCS troubleshooting. It is
derivedin part from procedures applicable during system installation and checkout, but also
includes procedures applicable for analyzing symptomproblemsencounteredn specific
operations involving specific subsystemsTable 2 summarizes the EC®oubleshooting
approach with a list of symptoms/problems and suggested responses.

Table 2. Troubleshooting Approach

Symptom/P roblem Response
Attempt to cdsping a server finds Ensure that the host is “up.” Execute ps -ef | grep <server
the server "not listening" and/or process > to check that the server is "up;" if server is "down,"
server logs show error message restart it, using HP Open View.
suggesting DCE connection [For detailed instructions refer to Starting and S hutting Down
problem (e.g., "Binding not found in | Servers f rom HP OpenView Procedure (System Administration
cache" or, at start up, message lesson, 625-CD-004-002).]

concerning PF Init or DCE problem).

The cdsbrowser shows DCE entries | If DCE entries are missing, have the Operations Supervisor or
for the server are missing. DCE administrator restart DCE on the host for which entries are
missing.

[For detailed instructions on checking DCE entries, refer to the
procedure for Using the cdsbrow ser to check DCE ent ries
(subsequent section of this lesson).]

The cdsbrowser or the server .CFG | 1. Check the server log for messages indicating a DCE error or

file indicates that a call to another connectivity error (e.g., "Cannot reach . . .")

server requires a DCE entry 2. Ensure that the call name (as reflected in the server .CFG file
different from the one actually being or in the cdsbrowser) is being used for the call. If it is not, use
used by the server/client for the call. ECS Assist to make a CDS entry, or call the DCE

Administrator for help.

[For detailed instructions refer to the procedure for Viewing logs
with ECS Assist ant (previous section of this lesson) and the
procedure for Using the cdsbrow ser to check DCE ent ries
(subsequent section of this lesson).]

Server cannot access the database. | 1. Check server logs; execute ps -ef | grep dat aserver for to
check for Sybase error.

2. Execute ps -ef | grep sqgs and check dates to ensure that sgs
was started after Sybase.

3. If necessary, restart the server to re-establish the connection.

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson) and Starting

and Shutting Down S ervers from HP OpenView Procedur e

(System Administration lesson, 625-CD-004-002).]
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem

Response

File path incorrect.

Examine the server log to ensure that the file for which the server
is looking exists in the path where it is looking. E.qg., if the file is for
a recently-arrived Data Availability Notice (DAN) for Ingest, the
path should appear in the log. If the path is incorrect, it may be
necessary to move the file.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson).]

Incorrect account privileges.

Examine the server log for an attempt to write to the database with
the result "Permission Denied." Incorrect permissions can be
corrected by using a different account with the correct permissions,
or by having the Database Administrator reset the permissions.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson).]

Mount point missing.

Log in to the machine that the server is trying to access and look at
the mount point; i.e., change directory to

lusrlecs/< mode >/CUSTOM/<HWCI>/<machine name >/data, and
execute Is. If there is nothing returned, the mount point is gone,
and it will be necessary to re-boot the machine.

ESDT problems

1. Ensure that the involved subsystems/CSCls are installed and
that associated servers are functioning; i.e., launch the SDSRV
GUI and the SBSRV GUI, and use ECS Assistant to check I0S
(formerly ADSRV) and DDICT. If these CSCls are not properly
installed and servers are not running, it may be necessary to
re-install them and restart servers.

[For detailed instructions refer to the procedures for Using the
ECS Assist ant Server Monit or (previous section of this lesson)
and Starting and S hutting Down S ervers from HP OpenView
Procedur e (System Administration lesson, 625-CD-004-002).]

2. List the files in the SDSRYV .cfg directory to ensure the
presence of *.evt files (Note: These will be in SDSRV database
in Release 5A). If there are no *.evt files, re-installation may
be necessary.

3. Examine SDSRYV log files to ensure that SDSRV
communicated with I0S and SBSRV. If not, check for
connection/DCE problems (refer to Response to DCE
connection problems, first three entries in this table).

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson).]

4. Ensure collection mapping for DDICT; when an ESDT is
re-installed, or when a new ESDT is installed, it is necessary to
use the Data Dictionary Maintenance Tool to update the
mapping for all collections.

[For detailed instructions refer to the procedure for Update Data

Dictionar y Attr ibute/Keywor d Mapping (in User Services

Lesson, 625-CD-013-002).]

52 625-CD-017-002



Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem Response

VOGTWY/DDICT connectivity Perform a data dictionary search using the VO IMS Web Client or
problem BOSOT.

1. Ensure that the VOGTWY is using a valid isql query.
2. Ensure that the VOGTWY and DDICT databases match up

correctly.
Problem with SDSRYV triggers to Use the SBSRV GUI to add an FTPpush subscription for insertion
SBSRV of a small data file (e.g., AST_L1BT), and an FTP push

subscription for output data from a PGE [e.g., ASTER output data
from ETS (AST_08)]

1. Ensure that you can access SBSRV.

2. Ensure that you can access the database with the userID and
password used by the server.

Granule insertion problems Insert a small file (e.g., AST_L1BT), either using Ingest or using the

DSS Driver

1. Determine if the insertion is reflected in the Archive directory
(on x0drg01, look for /dss_stkl/<mode>/<data_type>).

2. Determine if the insertion is reflected in the inventory database
used by SDSRV.

3. Ensure that the directory from or to which the copy is being
made is visible on the machine being used.

4. Examine the server logs to determine where communication
breaks down.

5. Determine if a staging disk was created (examine the drp- or
icl-mounted staging directory).

6. Ensure that the Archive volume groups are set up correctly.

[For detailed instructions, refer to Use Storage Management GUIs

to Display Archive Pat h Information (Archive Lesson, 625-CD-

010-002).]

7. Ensure that the volume groups are on line.

[For detailed instructions, refer to Using the AMASS GUI to View

Volume Gr oup and V olume Infor mation (Archive Lesson, 625-

CD-010-002).]

8. Examine server logs to determine if the subscription was
triggered by the insertion (i.e., Did SDSRYV send a trigger? Did
SBSRYV receive the trigger? Did SBSRV send SDSRYV an
acquire request? Did SDSRV receive the acquire? Was an e-
mail notification sent to the user identified in the subscription?)

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson).]
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem

Response

PGE problems

Insert a small file using the DSS Driver.

1. Check that SDSRV and STMGT are inserting and archiving
properly (refer to Response to Granule insertion problems).

2. Determine if the PDPS mount point is visible on x0acs03 (or
nOacs04 at NSIDC) and on x0drgO1.

3. Examine server logs to determine if PDPS communicated with
SDSRV.

Ingest problems

Perform test ingests of appropriate types (i.e., polling ingest of
MODIS LO data, ingest of AST_L1BT data from D3 tape, polling
ingest of Attitude data without delivery record, polling ingest of L7
IAS data with delivery record, auto ingest of L7 Format 1 and
Format 2 data).

1. Ineach case, check that SDSRV and STMGT are inserting
and archiving properly (refer to Response to Granule insertion
problems).

2. Check archive and inventory databases (refer to Response to
Granule insertion problems).

Problems with FTPpush from
SDSRV

Perform checks when using DSS Driver to insert files needed for
PGEs.

1. Use the DDIST GUI to determine if DDIST has a request for
the data and to view the request for push of the files from
SDSRYV for data processing.

[For detailed instructions refer to Monit or Archive Request s
Procedur e (Archive Lesson, 625-CD-010-002).]

2. Examine server logs to determine if the files were pushed to
the correct directory. If there is no entry, it may be necessary
to restart the server.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson) and Starting
and Shutting Down S ervers from HP OpenView Procedur e
(System Administration lesson, 625-CD-004-002).]

3. On the machine to which the files are being pushed, execute
Is - command(s) to determine if the directory exists. If it does
not, execute md <director y name> to create it.

4. Examine the server log for an attempt to write to the directory
with the result "Permission Denied." Incorrect permissions can
be corrected by using a different account with the correct
permissions, or by having the permissions reset.

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson).]

5. Determine if there are data in the staging area for the push.

6. Examine the server logs to determine the last successful
communication.

7. Determine if the FtpDisServer could find the ftp_popen exec.
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem Response

Delivered Algorithm Package (DAP) | 1. Check appropriate insertion functions (refer to Response to

insertion problems Granule insertion problems).

2. Check Archive and Inventory databases (refer to Response to
Granule insertion problems).

3. Check functions as for other acquires by FTPpush (refer to
Response to Problems with FTPpush from SDSRYV).

Problems with other SSI&T tools 1. Ensure that the subsystem/CSCls are correctly installed [i.e.,

and GUIs use ECS Assistant to check Algorithm and Test Tools (AITTL)].

[For detailed instructions, refer to Handling an E SDT Installation

Failure (Appendix A of the Science Software Integration & Test

Lesson, 625-CD-016-002)].

2. Check appropriate insertion functions (refer to Response to
Granule insertion problems).

3. Check Archive and Inventory databases (refer to Response to
Granule insertion problems).

4. Check functions as for other acquires by FTPpush (refer to
Response to Problems with FTPpush from SDSRV).

Problems with PDPS plan creation 1. Ensure that FTPpush and inserts are functioning (refer to
and activation Response to Problems with FTPpush from SDSRV and
Response to Granule insertion problems).

2. Examine PDPS run-time directories.

3. Examine server logs to determine if an e-mail notification was
sent to the user identified in the subscription. If notification
was not sent, it may be necessary to restart servers.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson) and Starting
and Shutting Down S ervers from HP OpenView Procedur e
(System Administration lesson, 625-CD-004-002).]

4. Examine server logs to determine if the files were pushed to
the correct directory. If there is no entry, it may be necessary
to restart the server.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson) and Starting
and Shutting Down S ervers from HP OpenView Procedur e
(System Administration lesson, 625-CD-004-002).]

5. Execute cdsping of machines with which DDIST communicates
from x0dis02. It may be necessary to reboot any machine(s)
from which there is no response.

[For detailed instructions refer to procedures for Starting the ECS

Monitor GUI and System S tartup and S hutdown (System

Administration Lesson, 625-CD-004-002).]
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem

Response

QA Monitor problems

1. Ensure that the data on which to perform QA are in SDSRV
(i.e., on x0drg01, look for /dss_stk1l/<mode>/<data_type>). If
the data product is not there, try again after data are inserted.

2. Examine the server log to ensure that the data query was
successfully received by SDSRV, and that results were
returned. If the query was not received and/or the results were
not returned, it may be necessary to re-initiate the query or
restart the server.

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson) and Starting

and Shutting Down S ervers from HP OpenView Procedur e

(System Administration lesson, 625-CD-004-002).]

Problems with FTPpull from SDSRV

Making sure that the FTPpull is working ensures that the FtpDis
and FTPpull Monitor servers are "up" and functioning correctly.

1. Use the DDIST GUI to determine if DDIST has a request for
the data and to view the request for pull of the files from
SDSRYV for data processing.

[For detailed instructions refer to Monit or Archive Request s

Procedur e (Archive Lesson, 625-CD-010-002).]

2. On the machine to which the files are being sent by FTP,
execute Is -| command(s) to determine if the directory to which
the files are being sent exists. If it does not, execute md
<director y name> to create it.

3. Examine the server log for an attempt to write to the directory
with the result "Permission Denied." Incorrect permissions can
be corrected by using a different account with the correct
permissions, or by having the permissions reset.

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson).]

4. Determine if there are data in the staging area for the pull.

5. Examine the server logs to determine the last successful
communication.

6. Determine if the FtpDisServer could find the ftp_popen exec.

7. Execute cdsping of machines with which DDIST communicates
from x0dis02. It may be necessary to reboot any machine(s)
from which there is no response.

[For detailed instructions refer to procedures for Starting the ECS

Monitor GUI and System S tartup and S hutdown (System

Administration Lesson, 625-CD-004-002).]

Problems with data search functions

1. Ensure that the data for which the search is being conducted
have been ingested and/or produced and are in SDSRYV (i.e.,
on x0drg01, look for /dss_stkl/<mode>/<data_type>). If the
data product is not there, try again after the data are inserted.

2. Ensure that VOGTWY is sending a valid isgl query to SDSRV.

3. Ensure that the VOGTWY, DDICT, and SDSRYV databases
match up correctly.
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem

Response

Problems with functions for data
order by a registered user

1. Ensure that the order is for data indicated by a successful
search (refer to Response to Problems with data search
functions.)

2. Determine if the user received an e-mail message.
3. Examine server logs to identify where order failure occurred.

[For detailed instructions refer to Viewing logs with E CS

Assist ant (previous section of this lesson).]

4. Examine SDSRYV log to determine if SDSRYV received the
request. If there is no entry for the request, it may be
necessary to restart the server.

[For detailed instructions refer to the procedures for Viewing logs

with ECS Assist ant (previous section of this lesson) and Starting

and Shutting Down S ervers from HP OpenView Procedur e

(System Administration lesson, 625-CD-004-002).]

5. Use the DDIST GUI to determine if there is a DDIST request
from SDSRV.

[For detailed instructions refer to Monit or Archive Request s
Procedur e (Archive Lesson, 625-CD-010-002).]

6. Determine if there are data in the staging area for the pull.

7. Execute cdsping of machines with which DDIST communicates
from x0dis02. It may be necessary to reboot any machine(s)
from which there is no response.

[For detailed instructions refer to procedures for Starting the ECS

Monitor GUI and System S tartup and S hutdown (System

Administration Lesson, 625-CD-004-002).]

8. Determine if the request is reflected in the MSS Order Tracking
database. If it does not appear, it may be necessary to restart
the order tracking server.

[For detailed instructions refer to procedures for ECS Order

Tracking and Cancellat ion (User Services Lesson, 625-CD-013-

002) and System S tartup and S hutdown (System Administration

Lesson, 625-CD-004-002).]

9. If the order is for an L7 scene, examine the HDF Server log to
ensure that the HDF server received the request. If there is no
entry for the request, it may be necessary to restart the server.

[For detailed instructions refer to the procedures for Viewing logs
with ECS Assist ant (previous section of this lesson) and Starting
and Shutting Down S ervers from HP OpenView Procedur e
(System Administration lesson, 625-CD-004-002).]
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Table 2. Troubleshooting Approach (Cont.)

Symptom/P roblem

Response

Problems starting servers with HP
OpenView

1. Use ECS Assist to determine if servers in shared mode are
running. If not, it may be necessary to restart them.

[For detailed instructions refer to the procedures for Using the
ECS Assist ant Server Monit or (previous section of this lesson)
and Subsyst em Server St artup / Shut dow n Procedure (System
Administration lesson, 625-CD-004-002).]

2. Determine if the deputy is running (i.e., on xOmsh03 or, at
GSFC, g0Omsh08, execute ps -ef | grep EcMsAgDeput y). Ifit
is not running, start it from the command line or use ECS
Assist to start it.

[For detailed instructions refer to the procedure for Subsyst em

Server Startup / S hutdown P rocedur e (System Administration

lesson, 625-CD-004-002).]

3. Determine if the server has the correct .config files. If it does
not, it may be necessary to re-install them.

4. Determine if the server can be started from the command line.
If it cannot, it may be necessary to re-install the server.

Connection Problems

The functioning of ECS requires communication among servers Distaibuted Computing
Environment (DCE). Therefore, systen paformance degradaions ocur, initial things to look
for include DCE connection problemSome of these may be reflectedhelog files (e.g.,error
messages at server start ufan you cdsping the serve®e thereDCE entriesfor the server,
and is the calling server or client using the correct DCE entry for the server in question?

To answersome of these questions, it is necessary to look icdebrowser Figure 12 shows
two saeens from thecdsbrowser The saeen on the left side of thefigure is theinitial sareen,
and the one on the right shows an example of entries associated with an ECS server.
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Figure 12. Screens from the cdsbrowser

Use the following procedure to use ttasbrowser twheck DE enties for a server.
Using the cdsbrowseto check DCE entri es

1 Access hie conmand shell.
e The command shell prompt is displayed.
NOTE: Commands in Steps 2 through 10 are typed at a UNIX system prompt.
Type xhost <remote_workstation_name:=and then press thenter key.

3 Typeseterv DISPLAY clienthame0.0 and then press thenter key.

e Use dther the termind/workstaion IP aldress or the machineename for the
clientname

4 Stat thelog-in to thecdsbrowseihost by typingtools/bin/sshhostname(e.g.,e0msHo3,
g0msh08 I0msh03 or nOMsh03) and then press the Eantkey.

e If you have previously set up a secure shell passphrase and exestutechote a
prompt to Enter passpirase for RA key '<user@localhost' appears; continue
with Step 4.

e If you have not previously set up a secure shell passphrase; go to Step 6.

5 If a prompt toEnter passghrase for RA key '<user@localhost' appears, type your
Passphrasend then press thenter key. Go to Step 7.
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6 At the <user@renotehost>'s password: prompt, type youPasswordand then press the
Enter key.

7 At the UNIX prompt, typedce_bgin UserID, and then press tiinter key.
e A Password:prompt is displayed.

8 At the Password: prompt, type<DCEPasswdB, and then press tiinter key.
e A UNIX prompt is displayed.

e NOTE: You can check that the DCE login is successful by tygingf, and the
pressing thé&nter key; if the DCE login is successftihe loggedin principalwill be
displayed, along with other DCE information.

9 Type cd/opt/dcebin and then press thenter key.
e The prompt indicates a change to tbpt/dce/bin directory.
10 Typecdsbrowser &, and then press thgnter key.
e Thecdsbrowseinitial GUI saeen is displged.
11 Double click on thésubsysline on theGUI.
e The screen showke conént of the seécied drecory.
12 Double click on thésubsys/es lineon theGUI.
e The screen shows ECS modes and servers.
13 Double click on thésubsys/ecsservers line on theGUI.
e The screen showké subsysin machnes diecbories.
14 Double click on thésubsys/ecsserversi<serverhose line on theGUI.
e The screen showke server decbory for the seécied <serverhost..
15 Double click on thésubsys/ecsgerversi<serverhost/<server line on theGUI.

e The screen showhe server emies for the sebcied servep.

Monitoring Custom Ser vers with HP OpenVi ew

Customsoftwae savers may be monitorel using themonitoring @pability of HP OpeView.
Mode management functions have been integrated with HP OpenViewt (8.ggssibleto start
or shutdownserverdgndividually, or to start or all servers in a mode, using HP OpenVidiMs
also possible,therefore,to observethe status of servers on HP OpenView status displays.
Furthermore,if HP OpenView indicates that a server has shut down abnormally, the HP
OpenVew EventLog Browser can be used treview sysém evens assocted wih the
shutdown. Figure 13 illustrdes an example of an HP Op@View subm@ showing sever stdus.
Note that a click on one of the server icons using the right (tmai)sebutton bringsup an
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actionmenuwhich is labeled at the top with information about the server represented by that
icon (e.g., server process name, mode, platform) as illustrated in the figure.

Figure 13. HP OpenView monit oring display showing server st —atus

Use the following procedure to monitor the status of servers.
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Monitor server status using HP OpenView

1

With HP OpenView NNM running, follow menu pathap - Maps- Open/List . . ..
e TheAvailable Maps dialog box is displayed.

Select the name of the map for your site and click@pen Map”.

e A confirmation box is displayed.

Click on “OK”.

e Any open map and its submap windows and dialogs close.

e TheHome Submap (Root) of the selected map is displayed.

Double click on th&erviceicon.

e TheService submap is displayed, showing icons for subsytems and compdegnis
CLS, DMS, DDIST, I0S, SDSRV, MSS, PLS, DDICT, STMGT, DPS and INS
and one icon foMode.

e From the Service subm@, it is possibleto monitor thesevers in a paticular
subsystem or componeli$ee Steps5 and6) or to monitor k the severs in a
particular mode (see Steps 9).

To monitor servers in a particular subsystem or component, fronsghece submap,
double click on the icon representing the desired subsystem or component.

e The submap for the selected subsystem or component is displayed.

From the displayed submap, with the right (third) mouse button, click and hold on the
icon for any serverapplicationof interestto display the pop-up menu with the top label
identifying associated data (e.g., application name, mode, platform).

e A pop-up menu with identifying information is displayed.

To monitor severs in apaticular mode from the Service submap, double click on the
Mode icon.

e TheMode submap is displayed.
Double click on the desired mode (e@RS TS1, TS2, SHARED).
e The submap for the selected mode is displayed.

From the displayed submap, with the right (third) mouse button, click and hold on the
icon for any serverapplicationof interestto display the pop-up menu with the top label
identifying associated data (e.g., application name, mode, platform).

e A pop-up menu with identifying information is displayed.
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Trouble Ticket (TT)

We haveseenthata system problem is typically documented using the Remedy COTS software
product to prepare and update a problem report or trouble ticket BEEpuse there is a separate
lessonthat coverswriting a trouble ticket, documenting changes, preparing and processing a
troubleticket through the Failure Review Board, and making emergency fixes, these topics are
not addressedh detail here. By now you are familiar with the requirements for using trouble
ticketsin ECS problem managementYou know that it is important to remember that high
priority issuesmustbe reviewedby the Failure Review Board (FRB), and that troubleshooting
and repair activities that involve changes to the system configuration require a configuration
changerequest (CCR).

Using Problem Report Software

Althoughyou arefamiliar with using Remedy to create and view trouble tickets, there are other
functionsassociatedvith the maintenanceand operation of the trouble ticket service that you
may be requiredto manageas a System Administrator or other manage&pecifically, the
following tasks associated with Remedy may be required of the indicht@distrator or others:

e adding users to Remedy — Database Administrator

e controlling and changing privileges in Remedy — Configuration Management
Administraor

e modifying Remedy’s configuration — Configuration Management Administrator.
e generating Trouble Ticket reports — System Administrator, others.

Let's look at each of these functions.

Adding Users to Remedy

The Datbase Admmistrator uses lie Remedy User schemto grantaccesso the Remedy tool.

Users who leave the ECS program can be deleié@. RemedyAction Request Systefxdmin-
istrator’'s Guide Chaper 2, “Defining Access Gntrol,” sunmarizes icense edment and access
control. Thereare no license restrictions on the number of users who can be granted permission
to create and query trouble ticket$he chapter also provides instructions on ushgUser
schema (a "schema" represents a table in the Remedy database) to add registered users.

Figure 14 shows the screen layout for the Remgsigr schema that is used for adding users.
This screenis accessiblego administrators with Administrator Group privileges by entering a
Unix commandbeginningwith the directory where Remedy is installed and invoking the user
tool (e.g., onlOmsh03 enter command /usr/ecsmod€COTS/remedy/bin/aruse &). This
results in display of the user tool, from which you launcHiber schema.
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Figure 14. Remedy User Schema

Supposefor example that you wish to add Terry Bulticketer from the GSFC DAAC as a user
with submitandquerypermissions.His e-mail address is tbultick@ecsgsfcl.gsfc.nasa.gov, and
his phone number is 301-614-413Phe data to be entered to add a user include:

Status — is the user current or not?

LicenseType — what type of license does the user halk& defaultRead includes
submit aad quey pemission.

Login Name- theidentifying nanetheuse will enter to usethe Remedy tool.
Password — thedentifying password theuse will enter to usethe Remedy tool.
Email Address — the e-mail address of the user.

GrouplList — specifies a user’s access control groups; must be left empty to grant only
basic submit ad quey privileges.

Full Name - theuse’s full name.
Phone Number — the user’s telephone number.
Home DAAC - the user’'s home DAAC.
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e Default Notify Mechanism—theway in which theuse will be notified of actions; if
left blank, the method can be specified at the time an action is taken.

e Full Text License— thetype of full text search licensethe use is to have; the default
is None, which is wha uses will be assignel (full-text search is not pa of ECS).

e Creator — the person who created the account.

The system generates the content of the other fields. Use the following procedure.
Adding a User to Remedy

1 Follow menu pdh File - Open Schema.
e TheOpen Scdema dialog box is displayed.

2 Double click onUser from the list in the Open Schema dialog box, or clickJser to
highlight it and then click on thepgfply button to load the schema.

3 Follow menu pdh File - Open Submit.
e A Submit window is displayed.

4 If necessary, click on the toggle button in frontQfrrent to indicaie the user’s stus
(Current is thedédault).

5 Click on the toggle button in front of the desired license type (in this Rase).

6 Ente thelogin name (in this @se, tbultick) to be usedd access Bnedy into the Login
Namefield.

7 Ente the use’s emal address (in this ese, tbultick@ecsgsfcl.gsfc.nasa.gyun the
Email Addr essfield.

Ente theuse’s full name (Terry Bulticketer) in theFull Name field.
Enter the user’s telephone numb&d1-614-4132in thePhone Number field.
10 Enter the user's home DAAGESFC) in theHome DAAC field.

11 If you wish to select a default notification mechanism (e.g., e-mail), click on the toggle
button in front of the desired selection (in this c&seail).

12 For Full Text LicenseType, ensuretha the default, None, is sdected; if necessaly click
on the toggle button in front dfone.

13 Enter your name in th€reator field.
14 Click on theApply button.

» The information is saved to the database.
15 Click on theDismissbutton.
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Changing Privileges in Remedy

Changing privileges in Remedy, or controlling privileges of those who d&@sesso Remedy s
doneby the ConfigurationManagemenAdministrator. There are 18 Remedy privilege groups
for ECS,andachangeo the privileges of any group requires an approved Configuration Change
Request (CCR).Access privileges provide permission to viewiedd, or to changeit. The
groups and their access privileges are definddooument611-CD-004-004Mission Operation
Procedures for the ECS Proje&ection 8.2.6.

The RemedyAdministrator's Guide for OSF/MotifChapter3, “Setting Up Users and Groups,”
providesdetailedinformation about access control and privilege$he administrator defines
groups of users by using the User Tool to change the Gahegma.A user’sprivilegesmay be
changed in two ways:

e changing the group to which the user is assigned.
e changing the access privileges of the group.

We have seerhat the User schemais used to implement group assignmernfo change the
access privileges of a group, you use Awmin tool. It is accessed by emming a Unk
commandbeginningwith the directorywhereRemedy is installed and invoking the tool with an
option (e.g.<ar_install_dir>/bin/aradmin -s &). Use of the options resultsin display of the
Admin tool with theSchemaslist displayed, asillustrated in Figurel5.
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Figure 15. Remedy Admin Tool, Schema List
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You set the schemas accessible to a group by selecting schema permissioGs auph&ccess
window, illustrated in Figure 16.
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Figure 16. Remedy Admin, Group Access W indow

Use the following procedure to define group access for schemas (Remedy database tables)
Defining Group Access br Schemas

1 Follow menu pah Edit - Group Access
e TheGroup Accesswindow is displayed
2 Click on theGroup list menu symbol icon (located at the right side ofGineup field).

e TheGroupsselection menu is displayed.
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3 Select a group from the selection menu.

e The Group Access window indicates currg@etrmissionsettingsfor the selected
group by means of radio buttons for each schema in the list, showing:

- visible (i.e., available in thelist of Shemasthatcan be opened by users in the
selected group).

- hidden(i.e., not available in the list &dhemasthat can be@penedby usersin
the selected group, except that users whwe Customize permissions can
make a hidden field visible).

- none(i.e., not available).

4 For each item, set the schema permissions for the specified grielpng on the
appropriate radio button tselectvisible, hidden, or noneas he permsson for each
schema.

5 Click on theApply button.

e The option settings are saved.
6 Click on theDismissbutton.

e The window is closed.

The Group Access — Shema Fidds window allows you to determindew or Change access
to field dat. It is accessle from the Modify Schema window, shown in Figure 17.The
following procedure is applicable.

Defining Group Access br Schema Fidds

1 From theSchema List in theAdmin Tool, open a schema by double clicking on it.
e TheModify Sthema window is displayed.

2 Follow menu pdh Attrib utes- Field Group Access
e TheGroup Access — Shema Fidds window is displayed.

3 Click on theGroup list menu symbol icon.

e TheGroupsselection menu is displayed.
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Figure 17. Remedy Admin - Modify Schema

Select a group from the selection menu.

e TheGroup Access — Shema Fidds window displays buttons thdiffer accordingto
the group chosen.

e Groups with a group type ofiew only allow you to select View permissions for
schema fields.

e Groups with a group typef Change allow you to select View and Change
permissions.

Set the pernnssns for each éld.

e Sdecting View allows uses to view thefield daain theschema Sdecting Change
allows users to view and change the field data in the schema.

Click on theApply button.
e The permission settings are saved.
Click on theDismissbutton.

e The Group Access -cBema kelds window is closed.
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8 Click on theApply button in the Modify Schema window.
e The changes are now applied to the schema.

9 Click on the Click on th&roup list menu symbol icon.
e TheGroupsselection menu is displayed.

10 Click on theDismissbutton.

e TheModify Sthema window is closed.

Changing Remedy Configuration

The RelB-Trouble Tickets schema, or Trouble Ticket screen, contains several fields that provide
picklists, or pull-down lists of valid entries from which a user can select in filling tnouale

ticket. During ECS deployment, it may be necessary or desitaldleangethe itemsin someof

these picklists.Fields that provide picklists that may be modified are:

e User Contact Log (CL) Category.
e User Contact Log (CL) Contact Method.
e Configuration Item (Cl).

Administrators with appropréte access can cushize the pul-down pck-lists in a Remedy
schema. This is accomplished through the Admin Tdyl modifying the RelB-CI, RelB-CL-
Category, andRelB-CL-Contact M ethod schemas, using thdodify Menu window illustrated
in Figure18. Procedure 8.2.7 in Document 611-CD-004-08idsion Operation Procedures for
the ECS Progct refers to gpropride sections in theRemedy Use’s Guide and the Remedy
Administrator's Guide An goproved Confguration Change Request (CCR) is required before
implementing any of these changes.
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Figure 18. Remedy Modify Menu Window

Modifying Remedy’s Configuration uses the following procedure.
M odifying Remedy’s Configur ation

1 Follow theCategory— M enus menu path of the Admin Tool main window
e TheMenu List is displayed in the Admin Tool
2 From theMenu List in theAdmin Tool, open a menu by double-clicking on it.

e Sdect from thelist oneof the following: RelB-Cl, RelB-CL-Category, and RelB-
CL-Contact Method.

e TheModify Menu window is displayed.
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3 Select the level for which you want to addnoodify menuchoicesby selectingthe radio
button next to the level’s label.

e To add or mdify menu choces atthe hghestlevel, sekct Level 0. Select each
successive menu level to modify the choices at that level.

e Menu choices addd at levels bdow the top level (level 0) will be sub-itens of the
selected item at the next highest menu level.

4 Ente alabd (the text tha will show up in themenu).
e Enter a maximum of 30 charadrs.

5 If the text that you want to appear when the ssbectsthis menuitem differs from the
label text, enter the text you want to appear in the Value field.

e Enter a maximum of 255 characters.

e If you do not enter different text, the label text (of the loweshulevel only) will be
displayed when theuse sdects theitem.

6 From the Add New Entries selection menu, select an option to determine whether the
entry you aredefiningis added to the top of the current list of selections, the bottom of
thelist, or bdore or dter theitem tha is aurrently sdected.

7 SelectApply to ad theitem to thelist, or séect Modify to replace he currery sekcied
item with thenew labd and text.

8 Repeat steps 3 through 7 for as many items as are needed at that menu level.

Generating Trouble Ticket Reports

A setof predefinedeports is maintained in a public directory that should be downloaded to your
personal configuration directory.Procedure8.2.8 in Document 611-CD-004-004Mission
Operation Procedures for the EGXoject refers to gpropride instrugions in the Remedy
User’s Guide for copying files to share macros and custom rep®hsse reports argouble
ticket administrdive reportsgenerated for local and systen-wide usaje Thee are severa types

of predefined reports, including:

e Assigned-to Report — provides a report of the number of Tickesignedto
techncians.

e Average Time to Close TTs — provides a reporthefaverageime to closetrouble
tickets.

e Hardware Resource Report — provides a report satetigroupedby Hardware
Resources and Closing Codes.

72 625-CD-017-002



e Number of Tickets by Status — provides the nunddefrouble Tickets groupedby
Status.

e Numberof Ticketsby Priority — provides the number of Trouble Tickets grouped by
assigned priority.

e ReviewBoard Report— providesa reportof the details of TTs for the TT Review
Boad.

e SMC TT Report — provides a report to be sent to the SMC.

e SoftwareResourcereport— providesareport sorted by Software Resources and their
Closing Codes.

e SubmitterReport— indicates by submitter the number and type of trouble tickets in
the system.

e Ticket Status Report — provides a report sorted and grouped by Ticket Status.

e Ticket Status by Assigned-to — provides a report sortedgaodpedby the last
person assigned to a Trouble Ticket.

Procedure8.2.8 in Document 611-CD-004-00Mlission Operation Procedures for the ECS
Project refers to the Bmedy User’'s Guide, l@apter 5,“Reports” for instructionson working

with reports. Most of thetime, you will probably select a report from the list, usingRlegort
window illustrated in Figure 19. If you choose to create your own custom report, these
instructions provide detailed guidance on selecting report content, setting report layout,
specifyingthe sorting and grouping of report content, generating statistics, setting report options,
saving, using, and modifying custom reports, and generating report output.
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Figure 19. Remedy Report Window

Suppose/ou wantto print a report on one of the provided custom reports, Ticket Status Report.
Use he folowing procedurea creaé and pmt the report

Using a Custom Report

1 Select the schema you want to work with by selecting the schema name in the Available
Scdhemas list and then sdecting the Apply button, or by double-clicking on the schema
name (in this cas®elB-Trouble Tickets).

2 Define the quey criteria to be gpplied to thesearch by filling in fields in the Query
window or by using the query baln this case requestll troubleticketsby clearingall
fields and leaving th®uery window blank.)

e The query will return all RelB-Trouble Tickets.
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3 From the Trouble Ticket main window in the User Tool, follow menu path
Query - Report.

e TheReport dialog box appears.

4 Select the report you want from tReistom Reprt Name list by clicking on the report
name (in this caséd,icket Status Report).

e The Custom Reprt Name list contans d custom rgort files tha ae in dl
directories defined in your Path preference.

e The custom reporTicket Status Report is loaded into the Report window with the
reportprototype visible. The custom report layout and page setup ppdied to the
set of trouble tickets defined in the query criteria.

5 Click on theReport to Printer button in theReport window.

e If you havespecified the print setup for the report, the report is printegiou have
not yet specified the print setup, tReport Print - <schema dialog box appears.

a) Specify whether you want to use the default printer or a specific pbgter
sdecting from thelist.

b) Selectthe desiedNumber of Copies

c) SelectthePrint button to send your report to the printer.

Perfor ming Oper ational Work-around

An operationalwork-aroundis a temporary modification to operations and user procedures that
is entailed by resolution of a trouble ticket.is characterizedby severalfactorsthat may affect

the way in which procedures are accomplished to conduct operations duripgrite of
temporary inability to conduct operations using normal procedures:

e managed byhe ECS Operatons ordinaor ateach cer.

e master list of work-arounds and associated trouble ticketsamitjurationchange
requests (CCRS) ket in a@ther hard-copy or soft-opy form for theopeaations stéf.

e hard-copy and soft-copy procedure documents are “red-lified’use by the
operations staff.

e work-arounds affecting multiple sites are coordinated by the ECS organizations and
monitored by EG M&O Office staff.

The work-aound is renoved when the CCR tha corrects the origind problem is instdled into
the opaationd basdine.
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Diagnosing Network Communications Problems

Network problems or faults are failures occurring within the network that prevenetiverk
from meeting its operational objectivesust as with other problemsiyanagemenbdf network
faults requires:

e detection of the fault.
e jsolation of the fault.
e correction of the fault.

The elementsof troubleshooting that support diagnosis of network communications problems
are,therefore essentiallythe sameas those that support other fault diagnosis, and the tools you
have learned about for system performance monitoring and troubleshooting are applicable:

e error logs.
e error detection processes.

e diagnostic testing.

Identi fying Networ k Connecti vity Problems
Network connectivity problems are indicated by a variety of possible sympfimese include:

e a user’s inability to contact a particular systéeng., through remotelogin or file
transfer pradcol) thathad been accedée in the past

e receipt of an error message that the connection timed out, which could be caused by a
system being down, a routing problem, a problemthe default gateway,or bad
performance on thengwork preventing pakets from timdy passaje

e recept of an error messageindicaing an error lat the renote sysem could not be
found (e.qg., perhaps it is shut off, or it is no longer on the network).

As we have seen, the HP OpenView monitoring tool provides a gaghko detectandidentify
problems in a network.lts color maps include warnings and indicationgr@jor and critical
problems with the operational status of elements in the network, incladmgectiondbetween
nodes. Therefore, the procedure for looking at HP OpenView network mapsoforalertscan

help you identify network connectivity problemH.a user or operator ighableto connectto a
remotesystem,a quick checkfor color alertscan tell you if that system is dowrt can also be
importantto pay attention to the colors of the lines on the map indicating network connections.
If you usethe HP OpenView default status colors (see Figure 2 on page 12), problems of
increasing severity are indicated by a progression of colors as follows:

e cyan -- warmg; sysemfaces a p@nia probem
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e yelow — minor; thee is aproblen not immeliately impeding norméuse
e orange — major; there is a serious problem likely to impede normal use.

e red — critical; there is a severe problem and the affected element is not functioning.

When an operator/user is having problems connecting from one system to awtihethe
same network, a further check for connectivity can be made H&tr@penViewNetwork Node
Manager (NNM) and the following procedureRmng theremotesysten.

Diagnosing Connectivity Problems within a Network

1

On the network map, click on the icon for the remote system.
e The selected icon is highlighted.
Follow menu pdh Fault - Ping.

e A window is displayed to show repeated pindsthe remotesystemis down, the
ping will fail. If the ping is successful, repeat steps 1 and 2 for the operator’s/user’'s
system (from which the connection was originally attemptdti}the ping to either
system fails, go to step % the ping to both systems is successful, go to step 3.

On the network map, click on the icon for the operator’s/user’s originating system, and
then click on the icon for the remote system while holding dowtrerol key.

e Both systems are highlighted.
Follow menu pah Fault - Remote Pirg.

e A window is displayed to show repeated pings from the originating system to the
remotesystem. If the ping fails, go to step 5lIf it is successful, the problem may be
in the address m@ping béween theoriginaing systen and theremote systen. This
can be verified and corrected by usinglookup (from a terminal window)to
comparethe IP addressd-hoshanme mapping service and |IPaddress forhie renote
sysem as seen byhe orginaing sysem and asti acualy is (as seen by anwér
source system).
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Finally, check for any IP address-to-link address mapping problems by compaing
Link A ddress for theremotesysten asit is sé in theoriginaing systen and asit is sd in
onewhich is @le to mommuni@te with theremotesysten. To achieve this, séect onthe
map the originating system and also your systdimen,to view the AddressResolution
Protocol Cache (ARP Cache) table, follow menu p&bnfiguration — Network
Configuration - ARP Cache.

e TheARP Cache window is displayed for each system selected on the map.

e In the displayed list for theoriginaing systen, find the IP Address for theremote
system and note itsnk A ddress. In the ARP Cache window for your workstation,
find the IP Address for theremote systen in thelist and mwmpae its Link A ddress
with the oneshown in thdist for theoriginaing systen. If they are not the sane it
will be necessary to fix the remote system'’s link-leadtiresson the originating
system. If they are the same, it may be necessanpok for somethingotherthana
connectivity problem.

If an operator/user is having difficulty in connecting from a system ometveorkto a system
on a different network,the procedure is somewhat differenif. a check of the network map for
color alerts determines that the remote system is not down, ubketiverk Node Managerand
the following procedure for further analysis.

Diagnosing Connectivity across Networks

1

On the network map, click on the icon for the remote system.
e The selected icon is highlighted.
Follow menu pah Fault - Ping.

e A window is displayed to show repeated pingfshe remote system or itgatewayis
down, the ping will fail. If the ping is successful, repeat steps 1 and 2 for the
operator’'s/user'system (from which the connection was originally attemptdd).
that ping is successful, go to steplbthe ping to either system fails, go to step 3.

Ontheneawork map, click ontheicon for thegaeway to thengwork with thesysten for
which the ping failed.

e The selected icon is highlighted.
Follow menu pah Fault - Ping.

e A window is displayed to show repeated pindfsthe gateway is down, the ping will
fail. If the ping is successful, the system for which the ping failed in step 2 is down.
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5 On the networkmap, click on the icon for the operator’'s/user’s originating system, and
then click on the icon for the remote system while holding dowiCtrerol key.

e Both systems are highlighted.
6 Follow menu pah Fault - Locate Route: via SNMP

e On the map, the path between the selected systemghisghtedand a window is
displayed listing for each node tl8ource, Source Address Next Hop, and Next
Hop Address.

e Verify tha the highlighted pah is correct; if the routeleads to asysten othe than the
one selected, the routing table for the originating system is incorvext.canview
the routing table for each node in turn by clicking canitithenfollowing menupath
Configuration —» Network Configuration —» Routing Table.

7 Observethe map to verify that all nodes along the correct path are #épnode with
yellow or red status indicates that the node either has a problem or is dfotle.icon
for a node is yellow or red, you need to diagnose the problem on that node.

e If therouteis correctandeverything is up along the path, it may be necessary to look
for something other than a connectivity problem.

|dentifying Network Performance Problems

Network performance is more than just a matter of whether the netwbrkdgoning or not.
Asking whether “normd us€ is impeled or not implis an assessmat of whd is “normd.” If

there s a sbwdown n the speed of aransaadbn on the nework, perhapsbecauseof high
demandsuchasanunusuallyhigh number of requests being placed on ttierfee Data &ver,

users may make a subjective judgment that the performanoetisormal. Performance
management involves gathering statistics on the operation of the network, maintading
analyzing logs of the state of the system, and optimiagtg/ork operation. If a userconcern
aboutthefunctioningof the system results in a trouble ticket addressing an apparent degradation
in the paformance of thenetwork, atoolstha may hdp opeators/mantainers identify a network
performance problem is:

e HP OpenView — permits use of a menu path (e.g?erformance- CPU Load,
Performance- Graph SNMP Data- Selected Nodes . . ) to obtain graphical
displaysof systemperformance measures (e.g., interface trafficUGRage) on a
time line (see example in Figure20).
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Figure 20. Example of HP OpenView Graphical D isplay of CPU Usage
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Diagnosi ng Networ k Service Problems

Sometimes it is possible for an operator/user to connectématesystem,but a commandto

the remote system is not acceptdebr example, a user may try to use a network service (e.g.,
ftp) from a system on one network to a system on another network, but get anessage.In
troubleshooting this problem, the following procedure is applicable.

Diagnosing Network Service Problems

1 On the network map, click on the icon for the remote system.
e The selected icon is highlighted.

2 Follow menu pah Fault - Test IP / TCP / SNMPto make sure hatthe seéced sysem
supports the network protocols and that the protocols are working.

e A windowis displayed to show the results of the tel§tthere are problems with the
protocol, an error will appear in the messages field of the window.

e If the test shows OK, repeat steps 1 and 2 for the originating sy#téwoth systems
check out OK, go to step 3.

3 On the network map, click on the icon for the remote system.
e The selected icon is highlighted.

4 Follow menu pah Configuration - Network Configuration - Servicesto m&e sure
that the selected system supports the service in questiorft(e.g.,

e A window is displayed to show the following information about the selected node:

- theserviceprotocol:eitherTCP (Transmission Control Protocol) or UDP (User
Datagram Protocol).

- The port to which the service is bound.
- The service for which the node is listening (efip., telnet).

e If the test shows OK, repeat steps 1 and 2 for the originating sy#téwoth systems
support the service in question, go to stegf fot, do the following:

a) Check thefile systen on thetwo systens to se if the softwae for the sevice
(e.g., ARPA Services) is installedf. not, you will have to install the software
on the systemlf the service software is installed, go to step b.

b) Configure the service (e.g., ARPA Services) on sgestem. For HP-UX
systemsusing SAM (System Administration Manager), use the menu path
Configure- HP-UX SAM . . . to accesshe SAM tool to confgure he
service.

c) Skip step 5 and go to step 6.
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5 Check sevice security ontheremotesystan. Make suretheIP address of theoriginding
sysemis setfor “allow access” and naxcluded by a “deny accessi the secuty files
for the service in question (e.gusr/adm/inetd.sec and/etc/ftpusers).

6 Try to usethe savice agan, from theoriginaing systen to the remote systen, to verify
that the problem is resolved.

If thereis a problemwith networkservice or performance and you are assigned to work on the
trouble ticket, your approach should be a series of systematic steps to diagnose the grioblem.
steps include:

1. Review the information in the troublieket The review gives you insight into the
naure of he servte probém For exanple, if a user expeences alelay in servce,
such as an apparently too long delay during a request to browsgecdied data
product using the Search and Order Tool, the descrigiiorthe trouble ticket
describes this system behavior.

2. Use HP OpenView to see if an alarm has been triggekedk for color alertsandif
possible isolate the problem to a particular area of the network.

3. Use other HP OpenView functions to assist in isolating the probléfrt is not
possibleto determinethe problem area through color alerts, follow menu path
Locate- Objects to bring up the map containing a relevant hoskEor example,
review of the trouble ticket for the sample problem mentioned in IStelts you that
the problem is with thence Data &ver (DS), which you knowis necessaryor
a user to browse a specific data produgsing the menu pathocate - Objects- By
Selection Name . . can bring up the map containing the SDS managed host.

4. Use HP OpenVew to check he netvork actvity on he host Follow menu path
Performance- Network Activity — Interface Traffic. HP Open View displaysn
“Interface Traffic” graph containing packets received, packets transméteoks
received,and errorstransmitted. In the sample problem mentioned in Slept is
quite possiblethat the network activity dies not show any sign-on problems or an
unaccepble level of actvity.

5. UseHP OpenViewo check the CPU load on the hosBelect the managed host (in
our example, the SDS host), aftlow menupathPerformance- CPU Load. HP
Open Vew dsplays a “CPU Load” graph coraining the averageCPU load on that
host. Follow menu pdah View - Time Intervals to bring upa control dialog and
scroll back to the time period reported on the trotiblket for the problem. If there
were unusually high numbers of requests during tina¢ period, the CPU Load
graph should reflect that high demandote, however, that just seeiachigh CPU
load does not tell you its cause.
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Viewing Historical Trends

One of the most useful sources of network troubleshooting information is the history of events
leading up to and associated with a probleio be able to revieva history of events,it is
necessaryo take a proagve view of he sysem and ensurehiat dai on sgnificantevens are
monitored and logged. The HP OpenView tool Network Node Manager provides several
capabilities to failitate proactive monitoring of thenework, induding:

e daacollection.
e event configuration.
e application building (for applications to do the monitoring).

Theinitial se-up or full onfiguraion for éfective monitoring of thenegwork can require several
weeks to ahieve, but it is wdl worth the attention required to establish a monitoring approah
thatwill requirelittle from you to administer but will provide useful troubleshooting data when it
is needed.The set-up process for monitoring with HP OpenView entails severalvgtegsyou

will want to accomplish in the first few weeks of your network management activities:

e establish baselines for normal network performance.

e build applications to monitor trends.

e set up thresholds for monitored Management Information Base (MIB) values.
e refine the thresholds.

e set up event-triggered actions.

Establishing Baselines for Normal Network Performance

Establishing abasdine requires dhecking thecondition of thenework ove a peiod of time To
accomplish this, it is necessary to select information to look at, and then mbuitwing the
course of several days or weeks.Suppose, for example, that you are interested in the
Maintenance and Operations segment and wish to collect data on the SSI&T WorkstEtiens.
following procedure is applicable.

Establishing Baselines for Normal Network Performance

1 Follow menu pah Options— Data Collection & T hresholds: SNMP.
e A dialog box titledis Data Collection & Thr esholds: SNMP is displayed.

e If the MIB object on which you want teollect datais alreadydisplayedin the MIB
Objects list in the dialog box, click on that objectNOTE: The enterprise-specific
Managemeninformation Base (MIB) for which you want to collect data must be
loadedinto the LoadedMIB database.For ECS installations, this has been done for
you, andthe objectswill appear.If a new object has been added to the network, and
you want to collect data on it, séd? OpenView, Using Network Nodéanager
“Loading MIBs” in the chapter on Managing MIB DataHor this example, if you are
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interested in monitoring traffic on the hub and printer nodes, you may wish to monitor
the following MIB objects:

- .Iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifiInOctets
- .Iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifOutOctets

Click on .iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifiInOctets and
then follow menu pah Edit - Add - MIB Collections.

e The Data Collection & T hresholds/Add Collection for xxxxx dialog box is
displayed.

Add the sourcename(the name or IP address of the node on which you want to collect
data), ather by entering thename in theSource field and clicking on thédd button, or

by selecting the node(s) (for this example, select the wdikstations)on the network

map and clicking on thadd From Map button.

e TheList of Colection Sourceslist area shows the name(s) of the selected node(s).
* Repeat this step to add other names td teeof Colection Sourcesas desired.

Specify the collection mode usirlge Collection Mode option button and choosing one
option from its option menu.

e The four choices on th€ollection Mode option menu areExclude Collection” (a
way of excluding certaindevicesfrom a wildcard list, which may be specified in
Step 3),“Store, Check Thresholds,” “Store, No Thresholds,” and “Don’t Store,
Check Thresholds.” For exanple, seéct“Store, No Thresholds.”

Speify a polling inteval in thePolling Interval field by entering apositivereal numbe
followed by an “g’ “m,” “h,” “d,” “w,” or “y,” indicating seconds, minutes, hours, days,
weeks, or years, respectly. For exanple, enér “1h” to poll at hourly intervals.

WARNI NG

A collection with ashort polling inteval can easily fill up a
disk. Be aware of the current collection configuration.

Specifythe MIB instanceof the objecton which you want to collect dataTo do this,
click on the option button and select #ié option.

e The opions are All” instances of te MIB object “From List” as spedied n the
input box, and From Regular Expressiori as specified in the input box.
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7 Click on theOK button. The Data Collection & Thr esholds/Add Collection dialog
box disappears and the MIB object(s) is/are addettidselectionlist of MIB objects
configured for collection in th®1IB Data Collection dialog box.

8 Repeat steps 2 through 7, except instep 2 click on
.Iso.org.dod.internet. mgmt.mib-2.interfaces.ifTable.ifEntry.ifOutOctets

9 Check to see 1 dat are beng coleced by observig the satus (Collecting or
Suspeaded) listed in theMIB Data Collection dialog box.

e If the satus of he MIB object(s) is Suspended, changeit to mllecting by séecting
(highlighting) the object(s) and following menu pétttions - Resune Collection.

10 Implement the change and begin collection by following menufpiéh. Save

NOTE: Eventhoughthe status entry shows a change when
you follow menupath Actions— Resume Collection, the
change does not take effect until you perform the
File - Saveoperation.

Building Applications to Monitor Trends

You can use HP OpenView to build applications without programming to display collected MIB
data. These apptaions can bentegraied nto the HPOpenVew menu stucture for easeof use.

For example, to graph the data collectedyour selectedvorkstationsthe following procedure

is goplicable.

Building an Application to Monitor Trends

1 Follow menu pah Options- M 1B Application Builder: SNMP.

e TheMIB Application Builder:SNMP dialog box is displayed.
2 Follow menu pah Edit -~ Add MIB Application . . ..

e TheAdd MIB Application dialog box is displayed.

3 Type the name of the application (e.g., in this c&8]Traffic) in the Application ID
field.

e This fidd ddaermines the name of thefile where the application informéion is to be
stored (h the $OV_REGISTRATION/C/ovmib/ direcbry); therefore, each
application must have a unique name.

4 Selectthe type of application you want to build by clicking on #heplication Type
option button.

e Thereare tree opions for appkaion type: Form, Table, and Graph For this
exanple, seéctGraph.
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10

11

12

Enter the title of your application (e.&SIT Traffic) in theApplication Title field.

e This title appears in the menu path (eRerformance— Graph SNMP Data— SSIT
Traffic) and in the title bar of the dialog box when the application is run.

Click on theAdd button of theAdd MIB Application dialog box.
e TheMIB Application Builder/Add MIB Objects dialog is displayed.

Specify the MIB object to include in your application (in thisase,
Iso0.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifiInOctets.

e The specificationmay be donein either of two ways:1) navigate the MIB tree and
select the desired object, or 2) type in the MIB object invtiti2 Object ID field.

Click on theApply button.

e The MIB object is added to tHeisplay Fieldswindow of theAdd MIB Application
dialog box and thMIB Application Builder/Add MIB Objects dialog box remains
displayed.

Repeat Steps 7 and 8 to specify additional MIB objects to include in your appligation
this case,iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifOutOctets.

e In Step 8, after the specification of the last MIB object to be includedmgclick
on theOK button (instead of th&pply button). In this case, the MIB object is added
to theDisplay Fieldswindow of theAdd MIB Application dialog box and th&1B
Application Builder/ Add M1B Objects dialogboxis closed. If you do not use the
OK button, when finished you will have to exite MIB Application Builder/ Add
MIB Objects dialog box by clicking on th€ancel button.

Optiondly, edit theLabel for each MIBobjectsekcid.

e Thedefaultis thelast component of the MIB object name; when a MIB object in the
Display Fieldswindow is highlighted, this last component appeaatse Label field,
where you may edit it and implement the edits by clicking oRégacebutton.

Optiondly, changethe orde of the itemsin the list by séecting an item to moveand
clicking on theUp or Down arows to theright of the MIB Object ID list; each dick
moves the item up or down one position.

e Changing the order affects the order in whichitems are displayedwhenyou run
the application.

To makethe applicationappear in the HP OpenView menu hierarchy, enter the menu
pah in theMenu Path input box of theAdd MIB Application dialog box.

e Use he charadr sequence> to saate menu items in thecascaded pah.
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13 Ente the OVW sdection rulein theSdection Rule field.

e Thedefaultselection rule is based on defined HP OpenView capabilities of the nodes
for which the application is compatible; components of the rule are separatgt by
to indicate logical “or” or “&&” to indicate logical “and.”

e If the application is registaed in the menu ba (Step 12), themenu item for this
application is only accessible if the capabilities of the selected nodes thassh
ddfined in this séection rule For our eample, if the sdection ruleis speified a
(isSNMPsupported)||(is SNMPProxied)&&(isNode)&&(isWorkstation), then the
menu choice will be grayed out unless the selected node is a workgstattaa
SNMP supported or proxied.

14 Enter any help text that you want displayed for your application.

e Whenyou create the MIB operation menu item, the program automatically adds an
entry accessible through menu patielp - Index - Function and in the dialog box
accesdile by clcking on heHelp button.

15 Click on theOK button.

e The new MiIBapplcaton is creaed and lhe Add MIB Application dialog box is
closed.

Once you have collected data for a suitable period of time to obsends(e.g.,two weeks),

you canreview the data. One powerful tool for viewing historical data is the HP OpenView
Grapher. We havealreadyseenan example of using an HP OpenView graph, to view CPU

load. The HP OpenView Grapher assists the review of historical trends in several ways,
permitting:

e the organization and viewing of collected information in graph form.
e the graphing of combinations of data values in the same graph.

e viewing data values representing different instances of data variables or different
variables for different nodes.

e viewing data for selected nodes or viewing all the data in the Data Collector database.

Beforeaccessinghe Grapher datacollection on the nodes of interest must have been started by
using menu patloptions-» SNMP Data Collection & T hresholds, as just described.Then,
when the Grapheris started,all the collected data from the selected nodes will be read into
memory and will be available for browsing with theGrgphea fundions, usingthe following
procedure.
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Viewing Historical Trends using HP Op@&View Graphe

1 On the network map, click on the icon(s) for the node(s) of interest.
e The selected icon is highlighted.
2 Follow menu pdah Performance— Graph SNVIP Data - SelectedNodes.
e The primary window for the HP OpenView Graph tool is displayed.

e TheGraph Sdected Nodes dialog box is displayed. It is a line graph with a legend
across theop of thegrgoh to identify the grgphed daa and timeshown on theX-axis.

3 Manipulate the graph to obtain the desired display.

e Available manipulations includselecting time intervals zoom, modifying line
attrib utes and resizing the graph window.

After you have collected and reviewed data for a period of time, you may wish to define
thresholds for monitored numeric MIB valueBhis permits you to séiimits on the collectionof
da@ suchthat an eventrecordis made onyy when he nonitored valie exceeds edilished
boundary conditionsSuppose, for example, that you have monitored and reviewed trathe on
hub for two weeks, and you believe that the traffic during that time is representative of typical
traffic duringnormal operations.You note the maximum value for inbound octetsQc tets)
during that period, and decide that for monitoring hub traffic you want to have anevermted
only if thatvalue is exceeded. You wantto setthe tireshodl atthat level, and b seta rearm
value of 10 percent of the threshold value. (NOTHie rearm value controls how frequently a
threshold event is generated by the daa collector. When the MIB value sdisfies the Rearm
expressiona rearmeventis generated.Another threshold event will not be generated until the
rearmeventoccursand he colecied valie subsequelyt saisfies he Threshold expression.)
The following procedure is used.

Defining Thresholds and Rearm Values
1 Follow menu pah Options - Data Collection & T hresholds: SNMP.
e Adialog box its title idData Collection & T hresholds: SNMP is displayed.

2 From the MIB Objects Corfigured for Collection sdection list, séect the item for
which you want to set thresholds.

e The details for that item appear in the lower section of the dialog bR,
Collection Summary.

3 Selectthe source fromthe MIB Collection Summary list.
e You ma sdect multiple items.
4 Follow menu pdh Edit - Modify - MIB Collections.
e TheData Collection & T hresholds, Modify Collection dialog box is displayed.
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Select either Don't Store, Check Thresholds or Store, Check Thresholds from the
option menu next to the Collection Mode label.

e TheThreshold andRearm fields are un-grayed and made available.

Speify a polling inteval in thePolling Interval field by entering apositivereal numbe
followed by an “s’ “m,” “h,” “d,” “w,” or “y,” indicating seconds, minutes, hours, days,
weeks, or years, respacatly. For exanple, enér “1h” to poll at hourly intervals.

WARNI NG

A collection with ashort polling inteval can easily fill upa
disk. Be aware of the current collection configuration.

Speciy a Secific Event (i.e., trap) number.

e The defaultSpecific Event (58720263) is the enterprise-specific trap that the data
collector sends when a threshold or rearm value is exceed&ten you are
customizinga data collection, you can assign your own trap number, using an odd
numberbetween1001and 1999. (The even numbers 1002 to 2000 are reserved for
therespeatve rearmtrap IDs, which are generatl aubmaticaly by HP Open Vew.)

For this exanple, spedy 1901 as the trap number.

e The data collector sends the trap using the Enterprise ID of the Management Station.

e The default trap is logged imhe Threshold Events cakegory n the Events
notification window.

e The exact trap number allows you to perfoanspecific action when this kind of
threshold value is passed or rearmed.

Ente thethreshold véue (in this ase, TBD) in theThreshold field.

e Use this field when you want to be notified addtapatternsthat are outsidenormal
expectations.When the threshold value is passed, the specified event is generated,
and the lzent Categorieswindow notifies you accordingly.

Enter a rearmvalue (n this case,TBD) in theRearm field and click on the appropriate
toggle button to specify whether the entered valudbsolute or aPercert of the
threshold value.

e TheRearm valueis used to avoid continuous generation of events while a collected
value exceedgshe threshotl value. When he MIB Object value drops belw, or i
equal to, theRearm value, aRearm Eventis generated AnotherThreshold Event
will not occur until theRearm Eventis generagéd and he MIV Object value agan
exceeds the threshold setting.
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10 Optionally, specify a value for tHeonsecutive Sanmples field.

e This vdue speifies the numbe of conseutive times the Threshold expression must
be satisfied before a corresponding event is generated.

11 Specify on which instance of the MIB Object you want to collect data.

12 Click on theApply button to remain in the dialog box, or click on K button which
will exit the Data Collection & T hresholds dialog box.

e Thenew collection paameers ae initiated.

Refining Thresholds

Onceyou have monitoredyour system for a time using thresholds, you will have a basis for
assessinghe appropriatenessf the thresholdsyou set. You may note one of at least two
possible conditions that suggest resetting the threshold and rearm values:

e youarereceivingseveral threshold events in the course of a day without any apparent
loss in network performance (e.g., hub traffic is high enough to exiteedet
thresholds, but everyone finds their printing needs satisfied without trouble).

e you are experiencing network performance problems but areeoeitvingthreshold
eventsthat might give you advancewarning of those problems (e.g., there are large
backlogs that cause people to have to wait excessively long for print joltise hub
and priter traffic are nosufficientto causelireshotl evens).

To refine your thresholds, the following procedure is applicable.
Refining Thresholds for MIB Data Collection

1 On the map, select the node for which you warmh@ngehethreshold/rearnvalue(e.qg.,
select the printer hub).

2 Follow menu pah Options - Data Collection & T hresholds: SNMP.

e The MIB Data Colection dialog box appears (its title iBata Collection &
Thresholds: SNMP).

3 From the MIB Objects Corfigured for Collection sdection list, séect the item for
which you want to reset thresholds.

e The details for that item appear in the lower section of the dialog bR,
Collection Summary.

4 Selectthe source fromthe MIB Collection Summary list.
e You ma sdect multiple items.
5 Follow menu pdh Edit - Modify - MIB Collections.
e TheData Collection & T hresholds, Modify Collection dialog box is displayed.
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6 Enter the new threshold value (in this cag®D) in theThreshold field.

e Whenthethresholdvalueis passed, the specified event is generated, anBvibe
Categorieswindow notifies you accordingly.

7 Enter a rearmvalue (n this case, TBD) in theRearm field and click on the appropriate
toggle button to specify whether the entered valudbsolute or aPercert of the
threshold value.

e When the MIB Object value drops below, or is equal to,Rkarm value, aRearm
Event is generated AnotherThreshold Event will not occur until theRearm Event
is generated and the MIV Object value again exceeds the threshold setting.

8 Optionally, once you have fine tuned the threshold settingsmgywantto turn off the
data storagefunction, but continueto check for thresholds.To do this set the data
collection modeto Don't Store, Check Thresholds by selecting that optiofrom the
option menu next to the Collection Mode label.

9 Click on theApply button to remain in the dialog box, or click on K button which
will exit the Data Collection & T hresholds dialog box.

e Thenew collection paameers ae initiated.

Setting Up Event-Triggered Actions

Onceyou have attainedstability in threshold settings, you may find it desirable to set up an
action to occur when one of the threshold values is excedgadexample, you may wish to
havea pop-up window appear to notify you with a message and, perhaps, with an audible signal
upon occurrence of SSI&T Workstation traffic in excesgair setthreshold. Usethe following
procedure.

Event Configuration

1 Open he Event Configuration dialog box byfollowing menu path Options - Event
Configuration.

e TheEvent Configuration dialog box is displayed.

2 Sdect theitem in theEnterprise Identification list which corresponds to the event you
want to configure (e.g., select SNMP).

e Defined events for tha Enteprise Identification gopear in the Event Id entification
list.

3 Follow menu pah Edit - Add - Event.
e TheEvent Id entification /Add Event dialog box is displayed.
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Enter a unique event name (this name cannot contain embedded spaceSyanthe
Namefield (e.g., enteBSIT_High to indicate SSI&T Workstation Traffic High).

Use the option button and associated menu to select the generic trapdypi@s
exanple, seéctEnterprise $eciffic.

In the $ecific Trap field, which is displayed only when you have selected the
Enterpri se $ecific option for generic trap type, enter the specific number of the trap.

e Inthiscase, spefy 1901 (The trap ID you choose here must be the same as the one
you set up in the data collection and threshold specification).

In the Bvent Description field, enter any text description you want to provide to
characerize he nmeanng of he event

In the Bvent Sourcesfield, enter the sources (nodes) for which the event applies, or
select the sources on the map and click orAtheéfrom Map button.

Use heEvent Category option button to select the category in which to display
notification of theevent.

e SeectThreshold Events. If you select “Log Only” or “Don’t Log or Display,” the
event will not bedisplayed in theEvent Log Browse.

Use he Severity option button to select the severity of the event.

e For thisexanple, seéct Waming as he sevety level appropréate for exceedig the
threshold.

In the Event Log Messagéeld, leave theddault message This messaye will appear in
the event notification window when the event is received.

In the Popup Mtification field, type the message which you want to appear in the popup
window when the event occurs (e.d&5SI&T traffi ¢ threshold excee@d; check Event
Log Browser for details.).

Leave he Command field blank. This field can be used to specify a command and
corresponding arguments to be performed automatically upon occurrence of the event.

Follow menu pdh File - Saveand save the event.
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Although the foregoing procedures can be used to define data collection and configure events,
the developers of ECS have provided data collection definitions for a variety of system errors or
unusualeventsfor you. They havebeenconfigured to poll every 15 minutes and to provide a
popup notification if event occurrences (i.e., errors or unusual events) eacinedshold,
typically 5 or 10 percent of attempted messages or transmissiafe 1 lists theypesof data
collection and event configurations that have been provided.

Table 1
ECS MIB Data Colle ction Definitions

MIB Object Group Resource/Expression

ICMP%InErrors
ICMP ICMP%InDestUnreachs
ICMP%OutErrors
ICMP%OutDestUnreachs

TCP TCP%InErrors
UDP UDP%InErrors
IP%InHdrErrors
IP%InAddrErrors
IP IP%InUnknownProtos
IP%InDiscards
IP%OutDiscards
IP%OutNoRoutes
If%InDiscards
If%InErrors
Network Interface If%InUnknownProtos
if%OutDiscards
If%OutErrors

Using the Event History Log Browser

Anotha ECStool of usefor reviewing events d or nex thetime of aproblem is HP OpaView
Event History Log Browser. Whena popup notification is received, or to review details of
evens indicated by a color alkert in the HP OpenVew Event Categories window, you can
examine the listings in this browse To usethis HP OpaView tool, séect the managed host
(e.g.,the SSI&T host)andentertheinitial time to be near, but prior to, the time the problem is
known to have occurredJse the following procedure.

Using HP OpenView Event History Log Browser

1 Follow menu pah Fault » Event.

e TheAll Events Browse window is displayed.
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Follow menu pdh View - Set Filters. . ..

e TheFilterswindow is displayed.

Click on the toggle button fdvlatch By Time.

e Atimescroll bar eppears: usetheslide to sé theinitial time.
On the network map, click on the managed host (&itx1sun).

e The selected icon is highlighted.

Click on the toggle button fdviatch Source.

e A sourcetext window appears with text entry field and buttons.
Click on theAdd From Map button.

e The source identifier appears in the text window.

Click on theApply button.

e The Event History Log Browser displays the events failsunin the seécied
time peiod.

95 625-CD-017-002



This page intentionally left blank.

96 625-CD-017-002



Practical Exercisee

Introd uction

This exercise is designed to practice key elements oSyiseemTroubleshootingprocedures.
Peaform thetasks identified in theexercise

Equipment and Materials

One ECS workstation, a copy 609-CD-003-003Version 2.0 Operations Tools Manuaind a
copy of 611-CD-004-00Mission Operations Procedures for the ECS Project

Perfor m Acti vities Related to System Moni toring and Tr oubl eshooti ng

1.

Use ECStools to peform systen monitoring ativities, induding HP OpaView mgps and
event log files for checking the health and status of the network and the web browser
accesshie EBhetWeb Rge.

Use HPOpenVew o check for evennoificaions, and browsene eventlogs forseveral
event categories as you would to diagnose a problem event.

Use HP OpenView to view the status of serversairsubsystem(e.g., Data Server
Subsysém). Use HPOpenVew o view the satus of al serversn the OF5 mode;use HP
OpenView to view the status of all servers in the TS1 mode.

Use hecdsbrowseto check D& enties for servers.

5. Add a user to RemedyThen change that user’s privileges in two waysst, change the

groupto which the useris assigned; then, change the access privileges of the group to which
you last assign the user.

Follow Procedure 8.2.7 in Document 611-CD-004-Migsion OperatiorProceduredor the
ECS Projectand use the Remedy Admin Tool to add a key word tdJder Cortact Log
(CL) Contact Method pull-down pick-list in the RelB-Trouble Ticket schema.

Use HP OpenView Network Node Manager and configure the systewlléxt dataon a
network node, using thresholds and rearm values.
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Slide Presentatione

Slide Presentation Description

The following slide presentation represents the slides used Iysthactorduringthe conductof
this lesson.
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